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ABSTRACT

Denial of Service (DoS) attacks are a serious threat for the Internet. DoS attacks can consume memory,
CPU, and network resources and damage or shut down the operation of thegresource under attack.
RMON is a special purpose Management Information Base (MIB) designed for the SNMP (Simple
Network Management Protocol), which minimize the load of traffic ongthe network. RMON analyze the
network traffic. The problem is SYN Food DOS attack which send high-rate'small pa€kets and consume
lots of resources. Due to this resources are busy all the timegfAnd the new connection made by the
client is not proceed further. This half-open connection ig‘the SYN Flood DOS attack which can clash
the server. Therefore, in this paper, we try to find out the\solution to.detect,and prevent this type of
DOS attack by the use of the DOS attack, RMON, SNMR, Time Out, Timestamp,“TCP Sequence
Number, SYN cookies.

Keywords: DOS attack, RMON#SNMP, Time Out, Timestamp, TCP Sequence Number,
SYN cookies.

I INTRODUCTION
An incrementally deployableymechanism to defend against” SYN Denial-of Service (DoS) attacks,

which are serious threats to\the“availability of Internet services. There are two common types of DoS
attacks: (a) thesbandwidth attack designed:to consure all available resources on the target's Internet
connectionsf and (b) the SYN'flooding attack, where TCP SYN packets with falsified unreachable
source addresses are continuously, sent to the target so that all slots for accepting TCP connection
reguests are tied up waiting for acknowledgment packets that never come. Both attacks are serious
threats:, For example, in'2000, Yahao, eBay and Amazon were brought down for hours by a bandwidth
Dos attackywhile Microsoft was the target of a serious SYN DoS attack. SYN attacks are still relatively
easier to perform because they require significantly less resources than bandwidth attacks.[1]

Resource consumptiop/attacks which degrade the ability of the device to function, such as opening
many simultaneous’connections to the single device. Bandwidth consumption attacks which attempt to
overwhelm the bandwidth capacity of the network device.[2] Network with small bandwidth may
suffer from high bandwidth consumption instantaneously if it becomes target.[2]

The goal of the work is to increase the difficulty of carrying out SYN attacks by using the RMON with
SNMP and prevent the SYN attack by using the SYN cookies and Time out. Defending against SYN
DosS attack is an active _eld of research. A number of defences such as adjusting the timeout values for
SYN/ACK packets, firewall-based approaches, Berkeley/ Linux/Reset cookies, and random dropping
of SYN packets have been proposed [7], [8] [6].
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Each half-open connection will remain on the memory stack until it times out, it will retransmit the
SYN-ACK 5 times, doubling the time-out value after each retransmission. The initial time-out value is
3 seconds, so retries are attempted at 3, 6, 12, 24, and 48 second.[5]

TCP timeout mechanism was designed for loss recovery in the presence of severe congestion. TCP fast
retransmits a lost packet when detecting three duplicate acknowledgements (DUPACKS). In case of
severe congestion, however, the sender may not be able to receive enough DUPACKSs. When an
outstanding packet has not been acknowledged for an interval of Retransmission Timeout (RTO), it
incurs a timeout. TCP interprets timeout as an indication of severe congestion and reduces its window
to one packet. It then retransmits the lost packet and waits for the ACK. Note that since TCP is self
clocked, in case the ACK does not come in, TCP will not send any other packét until it times out again.
In most implementations, a minimum RTO (minRTO) of 1 seefis imposedyfollowing the
recommendation in [18]. This fixed value makes TCP vulnerable to {ow-rate DoS attacks. Mitially, the
attacker sends a burst of packets to the bottleneck queue and fillsit quickly (assuming the attacker ean
send at a high rate). TCP packets in pre-existing connections traversing the bottleneckiare dropped due
to buffer overflow, forcing these connections to time out.|Since TCP connections have minRTO = 1
sec, they will time out virtually at the same time, i.e., after 19séc. The attacken tempararily holds its
transmission until 1 sec later when TCPs start.to_transmit again, forcing them to another round of
timeout. Such periodic attacks have low overall rates but can cause huge damage'to TCP.[9]

We divide the approaches for dealing with DoS attacks into two main categories: detection and
prevention approaches. The detection approaches capitalizeson the faet that appropriately punishing
wrong doers (attackers) will deter them from re<attacking again, and'will scare others to do similar acts.
The obvious way to dete€tyan attack is just waiting till the system performance decreases sharply or
even the whole system collapse.[12]

We propose a more effective\method for detécting attaCks before they harm the system. We propose to
use RMON@and packet filtering méthod. RMON monitor the network traffic and packet filtering
method filter the packet from DOS Attack.

MLITERATURE SURVEY

DOS istanracronym for_Denial of Service attacks. It is a generic term that refers to an resource-
depleting attackien a serveron a network or on the Internet such that the server would no longer be able
to serve legitimate users. The term DoS does not define what mechanisms are being used in such an
attack, as there are many ways a DoS attack can be achieved. and mechanisms to achieve this, and DoS
does not itself does not define what, as there can be many ways of it is usually done either by
exploiting a known vulnerability of the server software in order to crash or cripple the server, or by
flooding the server with excessive amount of traffic such that all available resources on the server are
consumed, rendering the server incapable of serving further requests from legitimate users.

Classic DoS attacks consist of only one machine attacking the victim. Usually, a single machine is not
powerful enough to consume all the bandwidth that the server has, therefore a bandwidth-depleting
DosS attack is normally not feasible. However, Other forms of resource-depleting attacks can be done,

such as exploiting known vulnerabilities of the server software in order to crash or cripple the server, or
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by exhausting the memory resource of the server through TCP SYN-flooding, which we will be
explained in more details later.

TCP SYN flooding is a type of DoS attack that generates many bad TCP SYN packets. In a normal
connection between the client and the server using TCP, the client first initiate the connection using a
TCP SYN packet, then the server responded with a SYN/ACK packet, and then finally the client
returns an ACK packet to establish the connection. This is commonly known as a 3-way handshake. In
a TCP SYN attack, the client (attacker) initiates a 3-way handshake but never finishes it. In other
words, it only ever sends TCP SYN packets, with no final ACK packets. This will cause the server to
reserve a memory slot for each unfinished connection. Once the server’s memory is filled up with
unfinished connections due to flooding of these packets, the server will g§top accepting any more
incoming requests until these memory slots are freed. Usually, these TEP SYN packets use bogus IP
addresses to prevent tracing of the attacker. Non-existent IP addresses will also ensure nowreplies are
returned to the server.[13]

The idea of SYN cookies is that the server tries to storé authentieation informatien in thedserver
sequence number of the SYN/ACK packets. This idea is Similar to cookies used in weh sites’'where the
server stores information of the current session in a cookie andireturn it to the client together with the
web page, hence the name SYN cookies. When,the server replies with a SYN/ACK packet, it uses a
specially designed formula to calculate thefserver-sequence number (used as an‘authentication cookie)
and passed it into the SYN/ACK packet. The cookie \alue calculated by the formula is determined by
the source address, the source port, the client address, thérelient port, the client sequence number, client
MSS, a counter that changes approximately every, minute and a“secret value that changes at every
server boot. These information are merged together-andencrypted using the MD5 one-way hash. When
the client later replies with the  ACK, packet to complete the connection establishment, theserver will
verify the server sequence number of the ACK,packet to ensure the client is a legitimate user. Since the
cookie is encrypted with a oneawayhash, it Is difficult to reverse-engineer the cookie directly. The
cookie formula isialso designed so\that it will not give out a slightly smaller number than a recent value
betweéen the same hosts and ports) This is to prevent confusion with older packets from previous
connections that may still be around[13]

We Use Remote Monitoring (RMON) data to model of network traffic behavior and to detect flow-
based, bandwidth exha@Stien DoS attacks. RMON [15] is a Management Information Base (MIB)
specification for use with the Simple Network Management Protocol (SNMP) [16] that monitors
attributes of network devices. Within the family of RMON MIBs, RMONL1 identifies attributes of low-
level ethernet traffic that can be used to characterize network utilization through byte, packet, and error
counts. The RMON1 specification is supported by most enterprise routers manufactured by CISCO and
NORTEL [17] and thus removes the need for special purpose DDoS detection hardware. Moreover,
using the SNMP management model requires no reconfiguration of the network being observed. An
SNMP network manager periodically queries an agent for attributes of interest and SNMP traffic and
only introduces a small amount of load on the network.[14]

Reno-based TCP variants have two mechanisms associated with data retransmission: fast

retransmit/fast recovery and timeout. When losses are sporadic, the sender may retransmit a lost
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packets upon receiving three DUPACKs. When losses are dense, however, there may not be a
sufficient number of DUPACK:S to trigger fast retransmit. If the sender has not received an ACK on an
outstanding packet for a certain period of time since the packet was sent, it times out. TCP interprets
the timeout as indication of severe congestion. It reduces its congestion window to one packet and
retransmits the lost packet. Time between when the packet was sent and when the timeout occurs is
called RTO. Base RTO is computed as max{SRTT + 4 x RTTV AR; minRTO}. The minimum RTO,
minRTO, was recommended as 1 sec in [1] for the purpose of achieving near-maximal throughput. It
has been shown that SRTT +4xRTTV AR is usually less than 1 sec, so effectively most TCP connections
have the base RTO = 1 sec. In addition, TCP uses Karn’s clamped retransmit backoff algorithm in case
of consecutive timeouts: each successive RTO is double the value of the prévious until it reaches 64
times the base. In other words, if SRTT +4xRTTV AR < minRTO = 1sec,then RTO canbe 1, 2, 4, 8, . ..

, 64 sec. For more details on the TCP timeout mechanism, please see{9][10][21].

111 PROPOSED WORK
The proposed work is discussed under heads of section 3.1 and section 3.2,

3.1 Architecture of Detection and prevention of SYNflood'DOS attack\lby RMON/SNMP

The architecture illustrated in figure 141, different componentsshave différent working. In this
architecture the detection and prevention module which works togetherio detect the DOS attack and

prevent from it. The working of the componentsiis given below:

Firstly, the client and the\attacker tries to make theiconnection with the server with TCP connection
with the three way-handshake mechanism. Suppose the client is making the request but the client is not

responding to server responseiis SYN+ACK

Because the attackersend the requests to the server but attacker not reply. The attacker spoofed the
source IP address s@ inpthis way the,client sent the ACK to the Non-exist host7.so this is the case of
SYN flood DOS attack.Now the detection mechanism words on it. The RMON Probe analyse the
network traffic. It only analyse and capture the packets from network. Decrease the load of

SNMP.SNMPisend query tafthe client for sending good packet.

Packet filtering module filter the good packet from capture packet. and the return captured packet
compare with the threshold if it exceed then it will be discard. Time out is the when client send good
packet the it will loss, the timeout retransmit the packet again. And now the prevention part, if the
SYN+ACK match with the TCP Sequence number if it match then connection is right. but the
connection can be duplicate then to avoid this, there is timestamp mechanism which find out the

unigueness of the connection. Then the connection is established.
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Figure 1.1:Architecture for detecting and preventing Dos attack

3.2 Mechanism of Detection and prevention of SYN flood DOS attack by RMON/SNMP

This mechanism js'discussed in phases as follows:

Phase —I

FlowBasedDOSALttack ()

{

o Attacker going to contact the victims.

o Start consuming target node resources like CPU cycle, memory and bandwidth.
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e The end to end attack like TCP SYN attack will exhaust available memory on target machine

with connection requests.

CPUCyclesAttack( )

{

e CPU prevent legitimate processes from being executed because memory is full of all TCP SYN

attack then no legitimate process get response by the CPU.
e Try to decrease the priority of process from higher priority value lower priority value such

that it become starved for CPU time.

MemoryStealingAttack ()

{

e TCP SYN packet received at server 3

ory is blocks with TCP SYN which is used for

TCP connection control.
e If server receive a large numbeér kets then sever run out of memory.
e The attacker use IP spoofing technique g ets.

e The victim spoofed the address of non-exis osts to receive number of TCP SYN.

e Victim cannot rece CK packet becau ere is no host respond to it.

¢ SYN Flood Attack /lthe halfopen connection saved in server memory and

Server creates a long and separate data structure for every incoming SYN Packets.

e When server send request information into the memory stack then the server will wait for the
conformation send by the client.

o If the request is waiting to be confirmed by the server, it will remain in memory stack.

o The source IP addresses used in SYN flood attacks then the server will not receive confirmation

packets for requests.

o Half-open connection will remain on the memory stack until it times out. This causes stack full.
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e Attacker can consume bandwidth by transmitting any traffic on the victim’s network
connection.

o Attacker send TCP SYN packet to Consume all available bandwidth between an ISP and
victim’s site.

e The attack traffic such as IP raw packets and ICMP primarily target to consume victim’s
bandwidth.

e Server send large number of small packets which required a large number of processing

resources on the victim’s side.

}

TCPSYNAttack( )
{

TCPThree-wayHandshakeConnection( )
{

e The client requests a connection by sending a SYN
e  The server acknowledges this reg

e The client responds with an

SYNFloodAttackConn
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Phase — 11: Detection

Detection overflow-based DOS attack

{

SetThreshold ()

{

RMON _ Probe()

{

It set the thresholds on traffic indicators when it exceeded, it indicate the presence of DoS

traffic.

Capture packet ( ); //Probe is the monitori
packets.

RMON software agent collects informati

flow-based DOS attack.

Time Out( max{SRTT + 4 X RTTV AR; minRTQO} )//retransmit the lost data

ReturnCapture_ packet ()

{

It try to collect data.
Set_ Threshold(); //compare the thresholds value with return capture data.
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e It sends traps to management station.

e Management station is simply the host.

e SNMP will not use these captured data.

}

SNMP()

{

o Packet Filtering Process( ); //SNMP network manager periodicallysgueries an agent for

sending packet filtering
¢ SNMP traffic and only introduces a small amount of load on the

o Because of packet filtering SNMP takes fewer resources.

PacketFilteringProcess ()

{

If (packet Start_ size=64 && packet End_ si case of Ethernet

Packet filter without the DOS attack;
}

}
PacketNotFilter()

Phase —111: Prevention of flow-based DOS attack

Step-1.

SYNCookies()

{

o SYN cookies allow a server to avoid dropping connections when the SYN queue fills up.
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e The server behaves as if the SYN queue had been enlarged. The server sends back the
appropriate SYN+ACK response to the client but discards the SYN queue entry.
o TCPSequenceNUM(); //If the server receives a ACK response from the client, the server will

reconstruct the SYN queue entry using information encoded in the TCP sequence number.

}

TimeOut( max{SRTT + 4 x RTTV AR; minRTO} )

{

o Every time it will increase the Timeout time.

o the sender may retransmit a lost packets upon receiving three DUPA
o If( SRTT +4xRTTV AR < minRTO) = 1sec,
o Gives Maximam throughput

e RTO=1,23........ 64sec

TCPSequenceNUM()

{

e The server tries to store ad
SYN/ACK packets.

er sequence number of the

When the server replies with a SYN packet, it uses a server sequence number and

o If (SYN+ACK=TCPSegNum && TCPSeqNum!=SYN queue)
e {

e Packet is unique;
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3.3. Flow Chart Of Detection And Prevention Of SYN Flood DOS Attack
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Figure 5:Detection and Prevention of SYN Flood DOS attack

IV CONCLUSION
In this proposed work, use the TCP Sequence number, SNMP, SYN cookies, Timestamp, Time Out,

three-way handshake.SYN Flood DOS attack send high-rate data in to a small-small packets. So
because of this these packets take large number of resources and consume bandwidth. So the solution
of this problem is SNMP (Simple Network Management Protocol).SNMP sends small amount of load
on the network with the filtering process which filter all the packet and separate the packets with DOS
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attack or without DOS attack. And discard the DOS traffic and send trap to management station. And
prevention technique use in this paper is SYN cookies and TCP sequence number. TCP sequence
number, the server will verify the server sequence number of the ACK packet to ensure the client is a
legitimate user. In this paper, the using of Time Stamp is to prevent it from duplicate packet and
compare it in SYN cookies. In this paper, the using of Time Stamp is to prevent it from duplicate
packet and compare it in SYN cookies. The use of the Timestamp is providing the unigness of the
connection. In the previous paper the problem is the server can not retransmit the loss packet .so the
solution is the Timeout, which retransmit the loss packets. Our system can be improved by moving the

filtering functionality.

V FUTURE SCOPE

In this proposed work, “Detection and prevention of synchronization fleed DOS attack by RMON/SNMP”
provide effective detection and prevention mechanism by the_use,of the TimeQut, Timestamp, S¥N cookies,
RMON and SNMP. But there is still problem in this propose'work is Synchronization fleod attack still take CPU

cycle attack and memory stealing attack.
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