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ABSTRACT  

Radio frequency identification (RFID) is a method of remotely storing and retrieving data using devices 

called RFID tags. An RFID tag is a small object, such as an adhesive sticker, that can be attached to or 

incorporated into a product. RFID tags contain antennae to enable them to receive and respond to radio-

frequency queries from an RFID transceiver. The paper describes the current technology, including the 

frequency ranges used. Along with a brief introduction to the technology, a classification  is given on major 

classes of RFID tags and readers. The commonly used frequencies, as well as advantages and 

disadvantages, concerns and limitations of use are also given. While the adoption rate of Radio Frequency 

Identification (RFID) technology is increasing, mass-market adoption will not be achieved until a few 

major challenges are addressed. These challenges are: privacy, security and costs from the end-user’s view 

point and limited power supply to the tag from the engineering perspective. The  focus is on research in: 

RFID privacy and security and  antennas. 

Keywords: Radio Frequency Identification, RFID tags, Supply Chain Management, RFID advantages, 

limitations, applications, privacy and security. 

I. INTRODUCTION 

RFID tags, or simply "tags", are small transponders that respond to queries from a reader by wirelessly 

transmitting a serial number or similar identifier. They are heavily used to track items in production 

environments and to label items in supermarkets. They are usually thought of as an advanced barcode. 

However, their possible area of use is much larger. This paper presents a few new applications that are 

possible using RFID technology such as locating lost items, tracking moving objects, and others. RFID tags 

are expected to proliferate into the billions over the next few years and yet, they are simply treated the same 

way as barcodes without considering the impact that this advanced technology has on privacy. A Radio 

Frequency Identification (RFID) system consists of one or more tags (or transponders) that store data and 

transfer the data to one or more readers (or interrogators) over a wireless interface. In practical RFID 

systems the readers are networked to a wider enterprise computer system.Like most of today‘s technologies 
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that are based on cutting-edge research, RFID technology is both very promising and controversial. As a 

result this technology is rapidly expanding in some areas, while in other areas it has failed to make 

significant headway thus far.  

II. CURRENT RFID TECHNOLOGY 

RFID transponders (tags) consist in general of:  

i. Micro chip 

ii. Antenna 

iii. Case 

iv. Battery (for active tags only) 

The size of the chip depends mostly on the Antenna. Its size and form is dependent on the frequency the tag 

is using. The size of a tag also depends on its area of use. It can range from less than a millimeter for 

implants to the size of a book in container logistic. In addition to the micro chip, some tags also have 

rewritable memory attached where the tag can store updates between reading cycles or new data like serial 

numbers. A RFID tag is shown in figure 1. The antenna is clearly visible. The antenna has the largest 

impact of the size of the tag. The microchip is visible in the center of the tag, and since this is a passive tag 

it does not have an internal power source.  

 

Figure 1: A passive RFID tag  

2.1 Frequency Bands 

RFID tags fall into three regions in respect to frequency:  

2.1.1 Low frequency (LF, 30 - 500kHz) 

2.1.2 High frequency (HF, 10 - 15MHz) 

2.1.3 Ultra high frequency (UHF, 850 - 950MHz, 2.4 - 2.5GHz, 5.8GHz) 
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Low frequency tags are cheaper than any of the higher frequency tags. They are fast enough for most 

applications, however for larger amounts of data the time a tag has to stay in a readers range will increase. 

Another advantage is that low frequency tags are least affected by the presence of fluids or metal. The 

disadvantage of such tags is their short reading range. The most common frequencies used for low 

frequency tags are 125 - 134.2 kHz and 140 - 148.5 kHz.  

High frequency tags have higher transmission rates and ranges but also cost more than LF tags. Smart tags 

are the most common member of this group and they work at 13.56MHz. UHF tags have the highest range 

of all tags. It ranges from 3-6 meters for passive tags and 30+ meters for active tags. In addition the 

transmission rate is also very high, which allows to read a single tag in a very short time. This feature is 

important where tagged entities are moving with a high speed and remain only for a short time in a readers 

range. UHF tags are also more expensive than any other tag and are severely affected by fluids and metal. 

These properties make UHF mostly useful in automated toll collection systems. Typical frequencies are 

868MHz (Europe), 915MHz (USA), 950MHz (Japan), and 2.45GHz.  

III. TYPES OF TAGS AND READERS 

RFID tags and readers can be grouped under a number of categories. Table.1 shows the classification:  

Classification of RFID tags 

Passive        - also called ‗pure passive‘, ‗reflective‘ or ‗beam powered‘  

- obtains operating power from the reader  

- the reader sends electromagnetic waves that induce current in the tag‘s antenna, the 

tag reflects the RF signal transmitted and adds information by modulating the reflected 

signal  

 

Semi-passive  - uses a battery to maintain memory in the tag or power the elec-tronics that enable the 

tag to modulate the reflected signal  

- communicates in the same method, as the other passive tags  

Active  - powered by an internal battery, used to run the microchip‘s cir-cuitry and to broadcast 

a signal to the reader  

- generally ensures a longer read range than passive tags  

- more expensive than passive tags (especial because usually are read/write)  

- the batteries must be replaced periodically  

 

By the tag’s memory type 
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Read-only  - the memory is factory programmed, can not be modified after its manufacture  

- its data is static  

- a very limited quantity of data can be stored, usually 96 bits of in-formation  

- can be easily integrated with data collection systems  

- typically are cheaper than read-write tags  

 

Read-write  - can be as well read as written into  

- its data can be dynamically altered  

- can store a larger amount of data, typically ranging from 32 kBytes to 128 kbBytes  

- being more expensive than read-only chips, is impractical for tracking inexpensive 

items      

By the method of wireless signal used for communication between the tag and reader 

Induction  - Close proximity electromagnetic, or inductive coupling—near field  

- Generally use. LF and HF frequency bands  

Propagation  - Propagating electromagnetic waves—far field  

- Operate in the UHF and microwaves frequency bands  

Table.1: Classification of RFID Tags  

 IV. CHALLENGES OF RFID 

While the number of RFID implementations continues to grow at a rapid pace, massmarket adoption of this 

technology is being hampered by: 

4.1 Security and Privacy Issues 

Depending on the field of application—and in some cases, prescribed by law—it may become nec-essary to 

prevent unauthorized persons from reading or writing data stored on or transmitted from tags. To this end, 

encryption must be ensured at all interfaces where data could be intercepted or transmitted (on the medium 

itself, as well as tag–reader and reader–host communication). It  concerns in the form of clandestine 

tracking and inventorying of tagged items and security concerns related to authentication of tags and 

readers. For individuals, the limited privacy protection in current RFID systems is the major concern, as the 

article by Zappone (2007) shows. For the corporate executive, the limited privacy protection in many of 

RFID systems in place today can leave the entire supply chain exposed to industrial espionage, while the 

security vulnerabilities can lead to counterfeiting and other acts of economic sabotage. Many approaches 

such as distance approach, blocking approach, split approach, proxy approach, kill command, sleep 

command  exists to protect the privacy of customers but they cannot be discussed here for space reasons. A 

common problem with privacy in case of RFID is that tags are usually small and often embedded, so most 

people are not aware of them at all. Similar, scanning of tags happens also without people noticing. 
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Examples for possible deployment are hospitals or other controlled facilities where confidential 

information is often exchanged. 

The expected proliferation of RFID tags into the billions has raised many privacy and security concerns. A 

common concern is the loss of privacy when companies scan tags to acquire information about customers 

and then using data mining techniques to create individual profiles. As RFID technology becomes more 

sophisticated and item level tagging promises more control and large savings in the supply chain 

management, companies are tagging items within their production process. To maximize the benefits 

companies start to require their suppliers to label all items delivered to the company. For example, Wal-

Mart, Proctor & Gamble, and the US Department of Defense require their suppliers to phase in item-level 

tagging. However, products are not the only entity tagged. Animal tagging is quite common at large farms 

to keep track of their moving "property". Also, tagging of humans started to appear. In the Spanish Baja 

Beach Club, VIP members can get an implant that they can use to pay for their drinks in the club. The 

implanted tag is a VeriChip.  

Anti-RFID activists created a few scenarios to show possible exploits if no precautions are taken. The most 

common one the unauthorized scanning of tags in order to create user profiles. Other scenarios are scanning 

the medication a person is carrying to conjecture what illness the person might suffer, or a mugger scanning 

a crowd of people and singling out a person carrying many valuable items (even money, if tagged as 

proposed). If tags are replacing credit cards eavesdropping becomes also a problem and must be addressed. 

The above mentioned issues are privacy concerns, but they are not the only issue. Authentication is also 

needed. For example, newer tags have rewritable memory available to store extra information during the 

production process. If stores rely on that information to determine the sales price for example, care must be 

taken so that customers do not change the type of the item to a cheaper one using portable readers. Also the 

kill command, a mechanism to permanently disable a tag, must be protected from unauthorized access. 

Recently a paper raised some concerns in the RFID community that claimed that cell phones can be 

reprogrammed to disable HF tags. In case that tags carry personal information (such as medical history, 

credit card numbers) a reader has to be authenticated and authorized before it is allowed access the data. In 

the previous examples the reader has to authenticate to the tag, there are also scenarios when the tag has to 

authenticate to the reader, for example to detect forged tags.  

4.2 Cost  

The next major concern is the high costs of the tags and readers. The cost of tags depends on their type. In 

the 2003 report ‗RFID Systems in the Manufacturing Supply Chain‘, ARC Advisory Group predicted the 

following decrease of tag prices: 

 

http://www.cse.wustl.edu/~jain/cse574-06/ftp/rfid/index.html#bajaclub
http://www.cse.wustl.edu/~jain/cse574-06/ftp/rfid/index.html#bajaclub
http://www.cse.wustl.edu/~jain/cse574-06/ftp/rfid/index.html#bajaclub
http://www.cse.wustl.edu/~jain/cse574-06/ftp/rfid/index.html#verichip
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Table.2: Decrease of tag prices in the years 2003 and 2008 

 

This predicted decrease is still deemed insufficient, as economic use of tags-taking the associated 5–35% 

decrease of labor costs and zero tag information generation costs into account as well—would require a 

maximum of 25 cents per tag for high-end products, and 5 cents for common item-level tagging.  

Prices of active or semi-passive tags are even more of a hindrance, allowing their economic application 

only for scanning high-value goods over long ranges.  

 

4.3 Collision  

Attempting to read several tags at a time may result in signal collision and ultimately to data loss. To 

prevent this, anti-collision algorithms (most of them are patented or patent pending) can be applied at an 

extra cost. These methods were developed to reduce the overall read time and maximize the number of tags 

simultaneously read.  

 

4.4 Frequency  

The optimal choice of frequency depends on several factors, such as:  

4.4.1 Transmission mode: RFID tags basically use two kinds of data transmission, depending on the 

behavior of electromagnetic fields at the frequency used. In lower frequencies (such as 125–134kHz in the 

LF band or 13.56MHz in the HF band), inductive coupling is used, while in frequency bands above (UHF 

with typical frequency ranges of 865–956MHz and 2.45GHz), wave back scattering is the main means of 

transmission. This also affects the safe reading range, as it is easier to build direction-selective devices with 

a longer read range in higher frequencies. This may restrict design freedom if either reading range or spatial 

selectivity are an important issue.  

4.4.2 Behavior of tagged goods and environment: Properties of some materials may be an obstacle to 

RFID application at a given frequency, as they may corrupt data transmission either by absorption or by 

ambient reflection of the signals. Typically, conductive materials such as goods containing water, or metal 

surfaces may be the source of problems. However, absorption and reflection being frequency-dependent, 

failure at one frequency does not rule out applicability at other frequencies. Electromagnetic disturbance 

can also have external sources, which is also a common—though also frequency-dependent—problem in an 

industrial environment.  

 Price in 2003 Estimated price in 2008 

Passive UHF tag 57 cents 16 cents 

              Passive HF tag 91 cents 30 cents 
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4.4.3 International standards in frequency allocation: Due to historic reasons, the world is divided into 

three large regions of frequency allocation for various purposes, region 1 containing Europe, Africa, the 

Middle East and former SU member states, region 2 with North and South America and the part of the 

Pacific east of the date line, and region 3 with Asia, Australia and the Pacific west of the date line. The 

industry exerts pressure towards a uniformization of frequencies allowed for RFID, yet there still are 

notable differences between the three regions, forcing companies planning to employ tags in several 

regions to restricting themselves to bands shared by all regions concerned. A compromise for tags only 

modulating the reader signal without actively producing a carrier wave on their own, may be their ability to 

work in a wider frequency range than nominally specified, allowing their usage even in regions where 

RFID bands are ‗close enough‘.  

 

4.5 Faulty manufacture of tags 

Manufacturing of tags is not yet 100% failure-free today; about 20–30% of tags used in early RFID pilots 

have been defective. 

 

4.6 Social and legal issues 

Many social and legal issues such as the health implications of continuous exposure to electro-magnetic 

waves, if and when all items carry an RFID tag and the fact that currently the allocation electromagnetic 

spectrum bandwidth for RFID systems is determined on a country by country basis. 

 

V. RFID ANTENNAS  

For an RFID system to operate the tag has to receive a signal of sufficient strength from the reader, while 

the reader must be sensitive enough to capture the tag‘s weaker response. The tag and reader in an RFID 

system can be coupled in one of two ways: either through reactive coupling (near-field) or by the 

propagation of an electromagnetic field (far-field). Reactively coupled systems typically use inductive 

coupling. In inductively coupled systems the magnetic component of the field dominates and is used to 

carry the data and energy between the reader and the tag using the appropriate modulation techniques. 

Inductively coupled systems do not require ―line-of-site‖ readings, however they have a very short range, 

typically less than 1 meter, their field strength is inversely proportional to the cube of the distance between 

reader and tag. Farfield or propagation systems operate at UHF frequencies and above. For these systems 

the electric component of the field dominates and they have a much longer range and their field strength is 

inversely proportional to the square of the distance between reader and tag and furthermore these signals 

can penetrate dielectric materials. However, far-field systems often require ―line-of-site‖ readings as the 

operating frequency increases. The coupling between the tag and reader is dependent on their antenna 

structures, as these determine the shape and other attributes of the radiated or  captured fields. Fractal 

antennas are an active area of research. Fractals are objects or quantities that display self similarity. 
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VI ADVANTAGES AND DISADVANTAGES OF THE TECHNOLOGY 

6.1 Advantages  

i. RFID tags are very simple to install/inject inside the body of animals, thus helping to keep a track 

on them. This is useful in animal husbandry and on poultry farms. The installed RFID tags give 

information about the age, vaccinations and health of the animals. 

ii. It is better than bar codes as it cannot be easily replicated and therefore, it increases the security of 

the product. 

iii.  Supply chain management forms the major part of retail business and RFID systems play a key 

role by managing updates of stocks, transportation and logistics of the product. 

iv.  Barcode scanners have repeatedly failed in providing security to gems and jewelry in shops. But 

nowadays, RFID tags are placed inside jewelry items and an alarm is installed at the exit doors. 

v. The RFID tags can store data up to 2 KB whereas, the bar code has the ability to read just 10-12 

digits. 

 

6.2 Disadvantages  

i.  RFID involves assembling and inserting a computerized chip; which works out to be more 

expensive. Small and medium scale enterprises find it costly to use it in their firms and offices.  

ii. It is difficult for an RFID reader to read the information in case of RFID tags installed in liquids 

and metal products. The problem is that the liquid and metal surfaces tend to reflect the radio 

waves, which makes the tags unreadable. The tags have to be placed in various alignments and 

angles for taking proper reading. This is a tedious task when the work involves big firms. 

iii. Interference has been observed if devices such as forklifts and walkies-talkies are in the vicinity of 

the distribution centers. The presence of mobile phone towers has been found to interfere with 

RFID radio waves. Wal-Mart, the retail sector giant, has installed billions of RFID tags in their 

products throughout the world and they have encountered such problems. 

iv. The USA and Europe, for instance, have different range of frequencies that allow RFID tags to 

function. This makes it mandatory for international shipping companies and other organizations to 

be aware of the working pattern of other nations also, which can be very time-consuming. 

v. It has been referred to as invasive technology. Consumers are apprehensive about their privacy 

when they purchase products with RFID tags. Once the radio chips are installed in the product, the 

customer can be tracked and his personal information can be collected by the RFID reader. 

However, many stores have a facility that deactivates the RFID tags after the product has been 

purchased. 
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VII CONCLUSION 

RFID is a technology with the potential to improve the way we live our lives and the way we conduct 

business. However, for this potential to be realized the challenges listed above, particularly those relating to 

security and privacy, will have to be thoroughly addressed. It is my hope that this paper has highlighted the 

technology‘s potentials, the on-going research to address the challenges, and the areas in need of more 

attention in terms of research. The paper gave an overview of the current state and trends of RFID 

technology. With more research, the demerits  and limitations of this technology can be removed. This will 

make it very useful for diverse sectors like retail, transport, and many more businesses.  
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