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ABSTRACT

As studies quote, Cloud computing is an end user technology. Corruption takes a greathindrance to’economy of any
developing country. This paper is proposed to control the corruptionin ‘““Tender/Construction” alongside with
confidential supervisor that guarantees the confidentiality of theffiles stored“in the Hybrid cleud. Instéad of paper
based transaction of data, a sequential computerized system overithe CaaS Layer of Cloud to‘document the data is
incorporated. The existing scenario flows with paper work which as to be authorized manuyally, the take-down
procedures are manual. These manual works must beJmenitored duly in order to avoid any type of procedural fault.
In particular, when account information is transférred by 'manual process then defining'to the protection mechanism
must also be considered. This work mainly differs from counterpart in the way; the automation of tender
management along with the release of payment fram the governmentis.carried’out. These data stored in the cloud is
made secure with break/retrieve encryption module: The, work proposes a new architecture which leads to the
formation of smart confidentidlysupervisor and bug handlenwhich controls the cloud storage and also secures

confidential information as like tender quotations and the other eontract details.

Keywords — CaaS{ Cloud computing, Hybrid‘cloud;Clouds.

. INTRODUCTION

Everythifig has cloud linked te, it by one means or the other. Let it be a technical magazine or a blog, all talk about
freshnew emergent technology soycalled ¢loud computing. Definition of Cloud computing varies from professionals
to professionalsiand from individual to individual. Everyone has their own way of defining cloud computing. Basic
working motto of cloud computing'is to provide cheap and efficient service to the mass. This reduces infrastructure
cost, data management cost, etc. cloud providers offers also few hints of monitoring as a service. These are services
faces a common problem’of data integrity problem. In recent times, most of the enterprise application is deployed in
cloud. Cloud is of three types, public cloud which is mostly maintained by third parties, private cloud which is used
for Specific application and hybrid cloud which is a combination of both the above mentioned clouds. Recent times,
lot of hacking stuff are coming into report. This is due to poor security measures of corporation. In addition to the

fault of corporation, there is a third party often at fault, the users.
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Il. CLOUD COMPUTING

Cloud computing is an expression used to describe a variety of computing concepts that involve a large number of
computers connected through a real-time communication network such as the Internet. In science, cloud computing
is a synonym for distributed computing over a network, and means the ability to run a program or application on
many connected computers at the same time [1]. The phrase also more commonly referssto network-based services,
which appear to be provided by real server hardware, and are in fact served up bygvirtual hardware, simulated by
software running on one or more real machines. Such virtual servers do not physically existyand can therefore be
moved around and scaled up (or down) on the fly without affecting the endsiser<= arguably, satherdlike acloud. The
popularity of the term can be attributed to its use in marketing to sellyhosted servicesiin the sense of application
service provisioning that run client server software on a remote logation.

SERVICE MODELS

Once a cloud is established, how its cloud computing services are deployed in terms of business models can differ
depending on requirements. The primary service models being deployed are commonly known as:

Software as a Service (SaaS) — Consumers purehasethe ability to access and use anapplication or service that is
hosted in the cloud. A benchmark example4ofithis is Salesforce.com, as diseussed previously, where necessary
information for the interaction between the consumer and thegservice is hosted as part of the service in the cloud.
Also, Microsoft is expanding its involvement in this'ared, .and as part‘ofithe cloud computing option for Microsoft®
Office 2010, its Office Web Apps are available to Office, volume licensing customers and Office Web App
subscriptions through its cloud-based Online Services.

Platform as a Service (PaaS) —'\Consumers purchase access to the platforms, enabling them to deploy their own
software and applications in the cloudi The gperating systems and network access are not managed by the consumer,
and there might#e.constraints as to which applications'can be deployed.

Infrastructure as a ‘Service (laaS) ——\Consumers control and manage the systems in terms of the operating
systems, applications, storagemand netwarkgConnectivity, but do not themselves control the cloud infrastructure.
Also knownyare the various ‘subsets of these models that may be related to a particular industry or market.
Communicationsias a Service (CaaS) is one such subset model used to describe hosted IP telephony services. Along
with the move to"Caas is a shift'to more IP-centric communications and more SIP trucking deployments. With IP
and SIP in place, it can begas easy to have the PBX in the cloud as it is to have it on the premise. In this context,

Caas could be seen as a'subset of SaaS.

I11. DEPLOYMENT MODELS
Deploying cloud computing can differ depending on requirements, and the following four deployment models have
been identified, each with specific characteristics that support the needs of the services and users of the clouds in

particular ways[2].
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Private Cloud — The cloud infrastructure has been deployed, and is maintained and operated for a specific

organization. The operation may be in-house or with a third party on the premises.

Community Cloud — The cloud infrastructure is shared among a number of organizations with similar interests
and requirements. This may help limit the capital expenditure costs for its establishment as the costs are shared

among the organizations. The operation may be in-house or with a third party on the premises.

Public Cloud — The cloud infrastructure is available to the public on a commerciah basis by a cloud service

provider. This enables a consumer to develop and deploy a service in the cloud avith very little financial outlay

a combination of private and public clouds that support the req

also the need to offer services in the cloud [2].

Fyted Clowd - Corebining
2 Private asd Putiic Ooud

applications:

Cost Savings — Companies can reduce their capital expenditures and use operational expenditures for increasing
their computing capabilities. This is a lower barrier to entry and also requires fewer in-house IT resources to provide

system support.

Scalability/Flexibility — Companies can start with a small deployment and grow to a large deployment fairly

rapidly, and then scale back if necessary. Also, the flexibility of cloud computing allows companies to use extra

resources at peak times, enabling them to satisfy consumer demands.

Reliability — Services using multiple redundant sites can support business continuity and disaster recovery.
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Maintenance — Cloud service providers do the system maintenance, and access is through APIs that do not require

application installations onto PCs, thus further reducing maintenance requirements.

Mobile Accessible — Mobile workers have increased productivity due to systems accessible in an infrastructure

available from anywhere.

V. CHALLENGES
The following are some of the notable challenges associated with cloud computing, anddlthough some of these may
cause a slowdown when delivering more services in the cloud, most also can providé opportunities, if resolved with

due care and attention in the planning stages [10].

Security and Privacy — Perhaps two of the more “hot button” issues surrounding.¢loud computing relateito storing
and securing data, and monitoring the use of the cloud by the service providers. These issues are generally attributed
to slowing the deployment of cloud services. These challenggs can be addressed, for“example, by storing the
information internal to the organization, but allowing it to be used in the cleudsFor this to occur, though, the
security mechanisms between organization and the cloud need to be robust and“a"Hybrid cloud/Could support such a
deployment.

Lack of Standards — Clouds have documented interfaces; however, no standards.are associated with these, and
thus it is unlikely that most clouds will bé“interoperable. The Open Grid Farum is developing an Open Cloud
Computing Interface to resolve this issue and the ©pen, Cloud Consortium,isswWorking on cloud computing standards
and practices. The findings of these groups will needto mature, but it is not known whether they will address the
needs of the people deploying thepservices and the specific interfaces these services need. However, keeping up to
date on the latest standards as they evolve Will allow them to be leveraged, if applicable [11].

Continuously Evolving — User reguirements.areieentinuously evolving, as are the requirements for interfaces,
networking, and storage. This means\that'a “cloud,™ especially a public one, does not remain static and is also
continuously evolving [21].

Complianice Concerns'<— TBhe Sarbanes-Oxley Act (SOX) in the US and Data Protection directives in the EU are
just twio among many compliance issues affecting cloud computing, based on the type of data and application for
which the'eloud. is being used. The EU has a legislative backing for data protection across all member states, but in
the US data protection is different and can vary from state to state. As with security and privacy mentioned
previously, these typically result in Hybrid cloud deployment with one cloud storing the data internal to the

organization [11].

VI. HYBRID CLOUD ARCHITECTURE USING EUCALYPTUS

When we talk to various IT organizations about using AWS-compatible Eucalyptus to set up a private or hybrid
cloud, the question we often get is, "How do | get started?" We recently published a series of Reference
Architectures which are specific to common cloud use cases deployed in the field. The Dev/Test Reference

Architecture is good hybrid cloud architecture for application development and QA purposes [3]. Service and
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credibility gaps exist in many IT organizations between developers and their IT operations teams. Developers want
to create and deploy new applications quickly. But provisioning the infrastructure and resources that developers
need can take a lot of time - days or weeks in some cases. The culprits are usually a backlog of requests that require
some form of manual review and approval or the lack of time or resources to perform the actual provisioning. These

delays often lead to squandered market opportunities, not to mention lost productivity.

Eucalyptus provides AWS-compatible private and hybrid cloud architecture and open séurce software solution that
provides developers, QA engineers, and IT operations teams with the same flexibility and agility that is usually
associated with the public cloud, while still allowing IT operations teams 40, maintain conhtrol and costs. The
Eucalyptus private cloud platform provides self-service resource provisioning so.developersfand QA engineers can
gain access to the resources they need through streamlined workflow proeesses and get their work done quiekly and
efficiently. Developers don't need to submit an IT ticket and waitffor days onweeks to get the, resourcesthey need.
They can quickly self-service provision and configure the compute, storage, and networking resources they need on
demand [3].

In addition, because Eucalyptus and AWS have pledged‘to maintain AWS _API compatibility, hybrid clouds can be
designed in order to develop and test applications,on a Eucalyptus private cloud and then deploy them unchanged to
production on the AWS public cloud. Eucalyptus cusrently maintains API compatibility with EC2, S3, EBS, ELB,
Auto Scaling, Cloud Watch, and 1AM, with additional functionality planned for future releases. Organizations can
maintain the flexibility and agility they need to empower<inneyvation while simultaneously maintaining control over

resources and costs.

So where does thé Reference Hybrid £loud Architectures fit in? The Reference Architecture provides a
configuration and depleyment template for IT operations teams to assist in setting up a Eucalyptus private or hybrid
cloud. The Reference “Architecture provides the scope of resources necessary and the recommended deployment
modelgfor, the specific use“case;, such as Dev/Test, Scalable Web Services, or Virtualization Management. This is
importantfortwo reasons: First, it'prescribes a bill of materials and detailed notes on how to deploy the Eucalyptus
cloud platform onyit. Second, the Reference Architecture provides a "recipe” for the bill of materials needed to run

the cloud.

In the case of a Dev/Test environment, Infrastructure as a Service (1aaS) provides the automation for provisioning
and de-provisioning resources as application and workload demand ebbs and flows. The Reference Architecture
provides design choices for the laaS solution, including physical resources required and a deployment topology.

The Reference Architecture also outlines technologies commonly deployed with Eucalyptus to provide a complete

laaS solution — such as configuration management, monitoring, and workflow management [8].
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VII. RELATED WORK

Even in this modern era were most of the works are automated in all the government departments, construction
department is one place were all the process from producing an tender to calculating project budget and the amount
of commodities needed are still carried out in paper and manually, as we all know chances of error increases

whenever there is some form of manual work that too when it is done by human in groups [4].

Storage in cloud is an area of concern for confidential departments. The files over network can be sniffed by any
malicious intruder. This makes many vendors and small companies hesitate to use gloud service. This forces the use
of manual process. The most incurred problems by use of manual work and paper work is time,consumption, error
and misplacement of documents. Search of any particular detail becomes too time eonsuming and tedieus. Many
problems go unseen such as survey reports, etc. The existing scenario, flows with paper work which as to be
authorized manually, the take-down procedures are manual. These manual works must be ‘monitored duly in order to
avoid any type of procedural fault. Manual process also engages with uncovered money perseverance, and if any
type of sight fault will lead to missing of paper work which soemetimes tends to re-establishment of the entire
scenario by the management person. In particular, whensaccount information is transferred by manual process then
defining to the protection mechanism must also bé considereds The time concept plays@role in the manual process,

which sometimes extremes if the person/management in-charge is unavailable of a'period of time.

In addition the superior complexity is also to be considered in the manual’ definition of government oriented paper
made work scenario. Even in case of any small error thenthelentire work flow must be re-defined from the scratch.
Taking down old file will be alsoa tedious process for long time pending process by an applicant. The work
generally, decreases by paper work since any.typeef error will lead to work fault. The un-signed must duly, verify

the entire scenario€very time in the progression.

In this paper right from the release af, tender, publishing in website and the release of tender are handled
automatically by the cloud. The process of not allowing any manual work other than quoting tender amount
guarantees_errer free process. Every government employee is provided with 1D. Wholesale shops and also retail
shops from wherexthings cange, purchased must be government recognized as of ration shops. The stock of these
shops is directly maintained in the cloud. A periodic checking of stock in these shops will reduce corruption in one
way. Whenever potential employee comes for buying an item, initially the ID is entered and password is entered.

Then list of items purchased is noted online and no cash is got from the employee. The cash is directly settled to the
retail shops by the government. At the same time, the cost of item purchased will be deducted from the amount that
is needed to be settled to the potential tender holder. Now this flow can be said to avoid corruption to far extend as
there is no commission involved anywhere and also low quality products can’t be purchased as stock of retail shops
are maintained online. There is less chance of buying extra goods and selling to other non-government recognized

shops. Black marketing of tons of cement or other goods is almost impossible leading to control in corruption.
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VIIl. PROPOSED SYSTEM

Break/Retrieve mechanism can be incorporated along with the above said process to safeguard the files and data
stored in cloud. The confidential file mainly stored will be tender quotation file, employee profile and status of any
ongoing projects. This can be efficiently stored and retrieved in COBRA mechanism, Bug handler can be used to
trigger an event in case of any error spotted stock management of wholesale shops, Stock management of retail
shops, Tender management, 1D generation of all government employees, Break/Retri echanism, Bug Handler

,Encryption and Decryption [5].

! S —
WHLEAR REALER
STOZK. SToct

| MansGAaNT |

TEADER WOTHE AND CLOTATON OF POTENTIAL POTENTIAL GOVERRNENT SVPLOVEE
( TENLER TENDER Q0TAR SUMNG 80008

e stored in random location in same cloud server. These pieces can be

ulated. Whenever a legitimate request to access the file comes, retrieve agent

I file size > k(mini

Then (file size / k) parts of file will be broken.

And while reunion, k parts must reunite for

Successful transaction.
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If reunited parts <k.

Then bug handler asks for retransmission.

BUG HANDLER

Bug handler does the job of notifying any error occurring during retrieval. If any part of file doesn’t assemble, then

error handler does the job of reunification.

ENCRYPTION
Encryption algorithm used is RSA [6] over DES [7] algorithm to dou

will be sent for break/retrieval process. The encrypting key will b

DECRYPTION
After retrieval of all parts of file, the decryption is st

The decryption is done and'the file is sent to legitimate

user in readable original format.
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