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ABSTRACT 

Cloud computing means store the new technology around the world. It is the next generation of computer 

industry which plays a vital role in corporate business. Any type of users who want to do secure transmission of 

data or storage of data in any network. Cloud computing stores the data and share distributed resources in 

open environment thus it suffers from security problems. The objective of this paper is to ensure security on 

software as a service model for uploading and downloading data by end user in cloud computing. 
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I. INTRODUCTION 

 

Cloud computing is the new technology which provide different services and resources to users. In cloud 

computing users doesn’t know how computation is done and storage is managed. There are three types of services 

– (Infrastructure as a service (IaaS), platform as a service (PaaS), software as a service(SaaS). The cloud service 

provider is responsible to manages a cloud and provide data storage services to different users. Cloud computing 

gives assurance to reduce all the operational and capital cost of the organizations and just focus on strategy of 

organization. 
 

II. ABOUT CLOUD COMPUTING 
 

For providing a secure cloud computing services, a  major decision is to decide which type of cloud going to be 

implemented. There are four types of cloud deployment model – public, private, community and hybrid cloud. 

 

2.1 Public Cloud  

In public cloud model, it allows all users’ access to the cloud via interfaces by using mainstream web browsers. 

It’s work on pay-per-use model,. disadvantage of this model , it is less secure than other cloud models because 

This ensure to  cloud users that all the applications and data accessed on the public cloud are not subjected to 

attackers. Therefore for trust and privacy concern it will not be good deal with Public clouds. Public cloud 

employs different techniques for resource optimization; since these services are transparent for end users and 

represent a potential threat to the security of the system. If a cloud provider runs several data centers, for instance, 

resources can be assigned in such a way that the load is uniformly distributed between all centers. Example of 

public cloud is Amazon web service (AWS), it is simple storage service which is form of IaaS type of cloud, and 

it offering the Google App Engine with provides a PaaS to its customers. The customer relationship management 

(CRM) solution Salesforce.com is the example of SaaS cloud service. 
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2.2 Private Cloud 

In private cloud model, all the cloud services, applications and resources are managed by the organization itself. 

It is quite similar to intranet . private cloud model is secure than public cloud because of its specified internal 

exposure. The advantage of private cloud is that, the enterprise retains full control over data, security 

mechanism, and performance of the system. 

 

2.3 Community Cloud 

In community cloud model, is work on specific community of cloud consumer, it is similar to public cloud. 

Community Clouds are owned, managed, and operated by one or more of the organizations in the community, a 

third party, or some combination of them, and it may exist on or off premises. The cloud infrastructure is 

provisioned for exclusive use of a specific community of consumers from organizations that have shared 

concerns.  

 

2.4 Hybrid Cloud 

In hybrid cloud model, it is the combination of power of the private and public models. Most of the 

organizations deploy their own cloud with their limited infrastructure to host their sensitive applications. When 

need for a big infrastructure and non-critical applications so it can be moved into the public cloud and critical 

applications could stay in their own internal cloud. It introduces the complexity of determining how to distribute 

applications across both a public and private cloud. 

 

2.5 Architecture of Cloud Computing 

Cloud computing is a traditional computing model, it is very important to understand the cloud’s architecture. 

Because there is different definitions and architecture of cloud, all the enterprises is using different architecture. 

NIST (National Institute of Standards and Technology) summarizes the architecture of the cloud computing [4]. 

In this architecture there are five essentials characteristics, three service models and four deployment models. 

Five essentials characteristics are: 

 

 On-demand self-service- A consumer can unilaterally provision computing capabilities. 

 Broad network access- Capabilities are available over the network and accessed through standard 

mechanisms that promote use by heterogeneous thin or thick client platforms. 

 Resource pooling- The provider’s computing resources are pooled to serve multiple consumers, with 

different physical and virtual resources dynamically assigned and reassigned according to consumer 

demand. 

 Rapid elasticity- Capabilities can be rapidly and elastically provisioned, in some cases automatically, to 

quickly scale out and rapidly released to quickly scale in. 

 Measured service- Cloud systems automatically control and optimize resource use by leveraging a metering 

capability at some level of abstraction appropriate to the type of service. 
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Figure 1: Architecture of Cloud Computing 

Different services models are- Software as a Service (SaaS), Platform as a Service (PaaS) and Infrastructure as a 

Service (laaS). 

 Software as a Service- In this service model consumer is only use to application provided by the cloud 

service provider running on the cloud infrastructure. In this Applications and computing resources as a web 

base application it act as an interface between application host and customer. 

 Platform as a Service (PaaS) this model is consumer-created or acquired applications created by using 

different languages and supported by cloud provider. cloud infrastructure are does not control by the 

consumer, it has control with possible configured settings for application-hosting (e.g. Java runtime 

environment) and enables users to deploy their own applications within it. 

 Infrastructure as a Service (IaaS)  The consumer does not control or manage cloud infrastructure but has 

control over operating systems, storage, and deployed applications, and networking components (e.g., host 

firewalls). It is only cloud layer where the Cloud computing resources are only shared with contracted 

clients at a pay-per-use fee. 

 

III.  SECURITY CHALLENGES AND POLICY IN CLOUD COMPUTING 

 

Cloud computing is a new computing model, regardless of the system’s architecture or service’s deployment is 

different from the traditional computing model[3]. 

 

3.1 Security Challenges In Cloud Computing Environment 

 In the traditional model, it can be protect device user by dividing physical and logical security zones. It is 

difficult to clearly define the boundaries to protect the user devices.  

 Security service challenge. Cloud service provider controlled all data, different services, networks and  

resources. So when security is something wrong, how to provide assurance   that the service continues to be 

used, as well as the confidentiality of user data is particularly important.  
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 Protection. This is challenge to protect user data. It includes location of data stored, way of data storage,  

recovery of data, encryption and data integrity protection.  

 In cloud computing model, many users dynamically changes and also services. So lead of user can not 

classify.  

 The user’s rights may be difficult to ensure because in cloud model, cloud service provider has many rights. 

So it becomes a problem that, how to balance the rights between the users and cloud service providers. 

 Complexity of cloud computing. It is an important issue that how to ensure communications among the 

various subjects are security and integrity. 

 Security benefits. There are definitely plenty of concerns regarding the inability to trust cloud computing 

due to its security issues. However, cloud computing comes with several benefits that address data security 

[9].  

   

3.2 Policy in Cloud Computing 

There are some security policy points [3]:  

 Divided into multiple security domains in the cloud computing environment, different security domain 

operation must be mutual authentication, each security domain internal should have main map between 

global and local.  

 Ensure that the user’s connection and communications security with the SSL, VPN, PPTP, etc. Using 

license and allowing there are multiple authorizations among user, service owner and agents, to ensure user 

access to data securely.  

 User data security assurance: according to the different user’s requirements, different data storage 

protection should be provided. At the same time, the efficiency of data storage should be improving.  

 Using a series of measure to solve the user dynamic requirements, including a complete single sign-on 

authentication, proxy, collaborative certification, and certification between security domains.  

 Establishment of third-party monitoring mechanism to ensure that operation of cloud computing 

environment is safe and stable.  

 The computing requested by service requestor, should carry out the safety tests, it can check whether they 

contain malicious requests to undermine the security rules. 

 

IV. SECURITY REQUIREMENTS IN CLOUD COMPUTING 

 

Cloud computing security should be guided in this manner to become an effective and secure technology 

solution. In Figure 2, cloud computing security requirements, is coupled with different cloud delivery model and 

deployment model. Here “X” denotes the mandatory requirements and an asterisk (*) denotes the optional 

requirements [9].  

Different security requirements are: 

 Authentication and Identification- It depending upon the type of cloud as well as the cloud delivery model. 

The specified users must be established first.   

 Authorization –It ensures that referential integrity is maintained. It follows on in exerting control and 

privileges over process flows within Cloud computing. Authorization is maintained by the system 

administrator in a Private cloud. 
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Figure 2: Cloud Computing Security Requirements 

 Confidentiality- confidentiality plays an important role especially to maintain control over organizations’ 

data situated across multiple distributed databases. It is a must when employing a Public cloud due to public 

clouds accessibility nature. Provide confidentiality of users’ profiles and protecting their data, that is 

virtually accessed, allows for information security protocols to be enforced at various different layers of 

cloud applications. 

  Integrity - The integrity is required when cloud domain mainly accessing the data. Therefore ACID 

(atomicity, consistency, isolation and durability) properties of the cloud’s data should be robustly imposed 

across all Cloud deliver models. 

  Non-repudiation - Non-repudiation can be obtained by applying the traditional e-commerce security 

protocols. Tokens are provisioning to data transmission within cloud applications. 

  Availability – It is one of the most critical security requirements in Cloud model because it is a key 

decision factor when deciding among private, public or hybrid cloud vendors as well as in the delivery 

models. 

 

V. RESULT 

S. 

No. 

Security Area Current  / possible solution 

1 Authentication and 

Authorization 

Open Authorization [8] 

 

2 Availability Data Dispersion 

3 Data confidentiality Attribute based Proxy Re-

Encryption [6] 

 

4 

Virtual Machine 

Security 

Reconfigurable distributed 

virtual machine[12] 

 

5 

Information Security Risk Management 

Framework 

[16] 
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6 

Network Security Network Security for virtual 

machines [15] 

 

 

7 

Cloud standards  IEEE Cloud Computing 

Standard Study 

Group  

 

  8 Web application 

Security 

Web Application Scanners 

  9 Backup Agent less Method for data 

Backup and 

Recovery [1] 

Table1 1: Current Solutions Available For Security Saas Service 

VI. CONCLUSION 

 

Cloud Computing is a new and growing paradigm where computing is considered as on-demand service. In this 

paper survey of cloud computing, we mainly described the different characteristics, service model and different 

security requirements. We also discussed about the security challenges & policies and some results in which 

some security area has different possible solutions.  
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