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ABSTRACT

With the Internet being widely used for commercial transactions, cybercrime has also increased. Since not all
digital crimes can be prevented, using only a proactive approach to security is insufficient and digital forensics
has become an important field of study. Databases hold organization’s most sensitive digital information and
Database Forensics is a very new field with little literature. Today’s forensic tools are challenged by databases
because of the huge amount of data that they have to not only preserve, but also inspect after it is preserved.
Meanwhile, currently available forensic tools tend to present the information of specific database only without
providing any analysis or interpretation functionality. Thus, an open source forensic tool independent of DBMS
is recommended. But little research has been done. Moreover, tools alter the database in a significant way.
Although it may be acceptable that the evidence has been altered in some way. Hence, the significant use of
forensic tool independent of DBMS is applied on multiple databases. Moreover, metadata files generated from
databases plays an important role in database forensic analysis and analyze what kind of information is
desirable for forensic investigations. With the help of metadata the malicious activities of DBA can be easily
traced, as well as database attacks can be effectively detected and blocked. The evidences in the form of W's are
determined to present in judiciary and data recovery is done in case of data wiping. There is a huge amount of
literature and resources for Database Backup, Restore and Recovery. Thus, a framework for database forensic

analysis is proposed.

Keywords: Database Forensics, Metadata, Linked Hash Technique, DOS, SQL Injection, Brute
Force, Anti-Forensics Attacks.

I. INTRODUCTION

Forensics is a science dedicated to the methodical gathering and analysis of evidence to establish facts. Digital
Forensics involves the investigation of digital devices recovered from the crime scene. It includes collection,
preserving and analyzing the digital devices and presenting the evidence in the court of law. This Digital
forensics has a wide variety of branches of forensics depending upon the different digital devices used as a
means of committing a particular crime.
With the rapid development in the area of internet, technology and communication, the use of internet in day-
today activities like online payment e-banking, e-shopping, etc. also increase in a vibrant manner. So the invent
of internet have made our routine much easier. But at the same time the usage of internet leads to the problems.
Many fraudulent can occur by use of internet. Moreover, many database attacks are increasing in the world of
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internet. Database plays a key role in forensic analysis. Analyzing large amount of data that is needed for
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investigation is a major challenge while carrying out database forensics. In order to increase the availability of
data, several redundant copies of data will be available in different logs such as audit logs, server cache, server
artifacts etc. which increase the amount of information in which forensic investigation is to be done.

Forensic investigation is normally carried out after the crime or intrusion has been occurred. But in most of the
cyber-crimes, criminals are not punished due to the lack of evidences. So, by using metadata of database the
information regarding crimes like who does the crime, when it occurs, how it happened etc. is retrieved and it is
produced in the form of evidences. The database attacks are detected and blocked along with tracing the

malicious activity of DBA by forensic investigator.
I1. FORMAL PROCESS OF DATABASE FORENSICS

Digital forensics research has directed to the development of various techniques and process models. However,
due to certain characteristics of databases, many of these techniques are not completely transferable to database
forensics which requires them to be adapted for handling database forensics. Thus, the database forensics as

multi-staged process [2][3] is illustrated as follow.

2.1 Data Acquisition and Preservation in Database Forensics

The acquisition of data from a modified database that has not been damaged or compromised is often
done by simply querying the database. However, when investigating a database that has been
compromised and/or damaged, there are three data collection methods that can be used: Live
acquisition, Dead acquisition or Hybrid acquisition (Fowler, 2008). As with digital forensics in
general, a live data acquisition occurs when the system being analyzed is still running while the
analysis is being performed. The dead acquisition method involves copying of data from the system
being investigated without using the system itself while the hybrid data acquisition method combines
the key elements of both live and dead acquisition methods. Regardless of the method used, it is
important to ensure that digital evidence is preserved and data is not unintentionally altered or

destroyed.

2.2 Collection and Analysis of Artifacts in Database Forensics

Forensic data often exists in several places on a database. It is important to know which data are important and
prioritize evidence collection due to the volatility of some data. Apart from the data which can be collected from
a modified database by executing queries, data can also be found in Transaction logs, Execution plan cache,
Database log files and Data files, Trace files and tools normally used by database systems.

The analysis stage should take into account the dimensions involved in any particular investigation and where
related information can be found. Another important criterion of the analysis phase of database forensics, is that
previously deleted of modified data should be recovered and the actions performed by an intruder must be
determined, particularly when investigating compromised or damages databases.
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2.3 Database Forensics Investigation Process
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Currently, commercial database forensics tools such as Oracle log miner, SQL trace are available for database
forensics processes which are dependent on specific DBMS. Wong and Edwards (2005) presented a patent
method for the forensics analysis of an Oracle database. This method segments a DBMS into four abstract layers
that separates various levels of DBMS metadata and data. Another methodology focused on a damaged SQL
server database was presented by Fowler (2008). This method analyzes the system’s volatile and non-volatile
artifacts from the database. The methodology consists of four major steps: investigation preparedness, incident
verification, artifact collection and artifact analysis. But, all of them have their own shortcomings. Hence, a

system is designed such that it overcomes all the specified challenges fulfilling the given objectives.
I11. CHALLENGES IN DATABASE FORENSICS

The related work concludes that many aspects of database forensics, which can be listed as the different
challenges involved in database forensics investigations, are insufficient[1][2][3][4]1[5][9][10]. Database
forensic is an important area in the field of digital forensic. The fact that the technologies used in digital forensic
cannot be copied while conducting database forensics. Beginning from the metadata, there are different
resources for collecting data from independent databases. First, is how one can knew whether modifications
occurred or not in the database and if knew, then how to overcome it and also due to multi-dimensional nature
of database it is challenging to guess the starting point of investigation. There is no exploratory on where to start
an investigation in this case. Another challenge often encountered in database forensics is analyzing large
amount of data which is a tiresome job and is major challenging for various areas like Engineering, Medicine,
attack detection, etc. In order to decrease the size of metadata, an investigator must determine which data are
relevant to an investigation. Also, process of elimination may prove to be a challenge as some valuable data
might be damaged due to the number of different file formats used in databases. The data recovery may prove
cumbersome due to the complexity of the database, in case of deleted data. Due to the scientific advancements,
the increasing capacity of the digital evidences on daily basis can be the big challenge as there are multiple
sources of digital evidences. Thus, there is a need for a broad analysis framework which can approve and
support a variety of digital evidence sources. Metadata is significant in case of event reconstruction. Hence
sequencing these events across multiple diverse sources can be very valuable during an investigation. Also, the

integrity of generated metadata and digital evidence is a challenging task.
IV. EXISTING SYSTEM

The database forensics tools are mostly commercial and depend upon the specific DBMS used. Also, none of
them have the ability to analyze all the digital evidence sources from databases at once. This reduces their
efficiency in auditing the database with all respects. It is very cumbersome for them to detect all the SW’s of
corruption event simultaneously. Hence an open source, generalized database forensics tool which will be
independent of the specific DBMS has been recommended.

4.1 Limitations
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1. Recovery of data in case, the data is modified/ deleted by DBA.
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2. No crosschecking of sensitive data

3. Integrity of metadata and digital evidence is not preserved.
V. PROPOSED SYSTEM

The framework of the system as shown in fig.1 is carried out in two stages as indicated in fig.3 and fig.4:

The database forensics investigation process should in general include the following steps (fig.1):

1. Determining whether a database has been compromised or modified.

2. If yes, reconstructing the database.

3. Then, collection of volatile and non-volatile artifacts

4. Preservation and authentication of metadata.

5. Forensics Analysis of metadata for detecting corruption events in database i.e. who, when, where, how and
what was done to database.

o

Preserving and analyzing the generated evidence.
7. End.

Eatherine ared Prssar wator of
meetadata fles and evidenoss

Aunahysis of B attacks

Techmhignees wwsed bo dheber e DB
attacks ke DS, BErute Toroe attack

L

I e e S S e ahe 3 I

previcarshy oolbecbed earidenoes

I Concealing the effecrs of B attacks I

Aunahysis of anti-forensic attack ke
Satm Wi

Prese g wHiberere rapeoert o
et e thes Soasrt o ke

Figure 1. System Architecture for Database Forensic Analysis

5.1 Metadata File

In a database, each and every action performed on it are recorded in different logs like audit log, cache, trace
files, web server logs etc. (fig 2). It also contains metadata [11] that describes the data residing in these logs. So
the term metadata refers to the “data about the data”. The metadata is retrieved from the log files [13] using the
corresponding utility program of the DBMS used and is represented as an XML file which is then used for
detecting database as well as anti-forensic attacks
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Figure 2. Log Metadata File.

5.2 Proposed Algorithm

Figure 3. Client-Server Module.
User authentication.
Authentication request to server.
Check timeframe based DOS attack, if yes block IP address and end the service.

H 0w DR

Connects to databases and detect database attacks like brute force &SQL injection attack. If any attack

detected, then deny the service and add to blacklist database else execute the query and check for sensitive

data is returned, if yes then deny the service and add to blacklist database else go to step.

5. Maintain Database and Query log and generate Mirror database in case of insert, delete and update of
database.

6. Generate Database Hash and Query hash.

Figure 4. Forensic Module.
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Apply forensic check.

Retrieve Database and Query log and generate hash.

Compare with pre stored hash, if hash doesn’t match then go to Step 4, else Step 6.

DBA has made the changes in the database; generate the evidences to present in the court of law.
Retrieve data from mirror database in case data found has been changed

End.

. APPLICATIONS

Generated metadata file of the DBMS system used helps us to generate the digital evidence or proof against
criminals.

This digital evidence can be presented in front of judiciary so that the suspect gets punished for his crime in
definite time interval.

Also, the violation of different database security threats can be overcome through database forensics.

Major database attacks like SQL injection, brute force and DOS attacks can be detected.

Database forensics helps in identifying and blocking and Detection cybercrimes on internet.

In case of live analysis, fraud monetary transactions can be detected and blocked.

In case, the database data is deleted by the criminal, it can be recovered with the help of mirror database.

VII. RESULTS AND DISCUSSIONS

The proposed system can be revealed in following three different parts
7.1 Input Sets
Primarily from MS SQL server as well as My SQL Database (Fig 5) and Oracle Database server (Fig 6) all the

significant log files are to be collected as inputs for the system with the help of audit files of respective

databases. The XML output of the MS SQL server audit files, relevant output of Oracle audit table and of My
SQL audit is shown in (Fig 7, Fig 8 and Fig 9).

BEEEEEEEEIEES
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Figure 5. Snapshot Representing List of Logs in My SQL & SQL Server
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| rishab, AUDIT_TEST, REENA, unknown, 2015-08-01 20:28712.0, AUDIT_TEST, BLACKLISTIP, 7,
DELETE, null, null, null, null, aull, null, null, null, null, null, null, aull, null, null, 3789, 2, 2,0, Aull, null,
null, null, 2015-8-1 20,2812 300000000 +5:30, null, null, 8, 1540:5352, 0B00240015010000,
1047183, nun

, rishab, AUDIT_TEST, REENA, unknown, 2015-08-01 20:28:12.0, AUDIT_TEST, BLACKLISTIPR, 7,
DELETE, null, null, null, null, null, mull, null, mall, null, null, null, null, null, null, 3790, 2, 2, 0, null, null,
null, null, 2015-8-1 20.28.12. 456000000 +5:30, null, null, 0, 1940:5016, null, 1047204, null

. REEMA\rishab, AUDIT_TEST1, WORKGROUP\REENA, REENA, 2015-08-01 21:55:53.0, AUDIT_TEST,
USERINFO, 7, DELETE, null, null, null, null, null, null, null, null, null, null, null, null, null, null, 3878, 10,
9, 0, null, null, null, Null, 2015-8-1 21.55.53.136000000 =5:30, null, null, 0, 1940:3436,
CACCOS001FO10000, 10428957, null

. REEMA\rishab, X¥Z, WORKGROUP\REENA, REENA, 2015-08-01 22:17:25.0, AUDIT_TEST, USERINFO,
7. DELETE, null, null, null, null, null, null, null, null, null, null, null, null, null, null, 3888, ©, 8, 0, null,
null, null, null, 2015-8-1 22.17.25 380000000 =5:30, null, null, 0, 1840:6482, 0200240006010000,
1050514, nuil

. REEMA\rishab, POR, WORKGROUP\REENA, REENA, 2015-08-02 11:50:15.0, AUDIT_TEST, USERINFO,
7, DELETE, null, null, null, null, null, null, null, null, null, null, null, null, null, nell, 3884, 11, 8, 0, null,
null, null, Null, 2015-8-2 11.50.15.362000000 ~5:30, null, null, 0, 1940:7280, C6000DOC10010000,
1051340, null

, rishab, AUDIT_TEST, REENA, unknown, 2015-08-16 11:20:03.0, AUDIT_TEST, BLACKLISTIE, 7,
DELETE, null, nusil, null, nuil, null, mull, ol i, ool ol ol ool null, nuell, 4041, 2, 2.0, null,_null

7.2 Intermediate Steps

Figure 6. Snapshot Representing List of fields in Oracle Audit
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For all three Databases, outputs of audit files found also contain some extra information which is not needed

for analysis. Thus, as in (Fig.5 & Fig.6) only the relevant parameters like Server principle name of table,

action ID, time, object name and query executed are to be drawn by writing a separate programs to analyze the

XML outputs of different log files obtained from three Databases for investigation.

Fie Bt Vew Quy Pwet Delog Took Window Commuity Help

& BED
Qe (LA IRECE (3

Vil El=

SQLQuery5.sql - 0. 1028908 (sa (821"

3 Syt Tatle
5 3 dbotaditTea

LR

s pecod e i d T

Otpct_Name smenert

1= o R T
e e -y
1 = S SELECT TOP ) usenene. psswd fkame, .
4 Pk s SELECTTOP I00jserans]  passwrd] |
5 Pein i SELECT TOP (00 usamene pacwor ke, .
Fodp &
Folp [
Fody S SELECT TOP 0] usanene, psswrd ks, .
Desra s SELECT TOP () usamene, pasor fkeame, .
i Descak INSERT TOP (200 IO ook e, pzsr
T Dessekk SELECT TOP 200 usanene, pssword, ke, .
T Dk
T Dessekk B dosatio 1
I Dessak s TS HEE ket

Figure 7. XML output of SQL Server.

[ USERMAME [ TIMESTAMF [ ACTION_MNAME [oB1_m
CAUDIT_TESTT T 2015-08-01 21 CSELECT SALPLUS_PRODUCT.
AUDIT_TEST1 21.58 SELECT PRODUCT_PRIVS
AUDIT_TEST1 21 SELECT SQLPLUS_PRODUCT_
AUDIT_TEST1 21 SELECT PRODUCT_PRIVS
AUDIT_TESTA 21 SELECT DAL
AUDIT_TEST1 21 SELECT USERINFO
AUDIT_TEST1 21 SELECT USERINFO
AUDIT_TEST1 21 DELETE USERINFO
X¥Z 22 LOGOFF
x¥Z 22 SELECT L
V7 22 SELECT SALPLUS_PRODUGCT_
x¥z 22 SELECT PRODUCT_PRIVE
vz =z SELECT SALPLUS_PRODUCT
22 SELECT PRODUCT_PRIVS
2015-08-01 22 SELECT L
2015-08-01 22 SELECT USERINFO
2015-08-01 22 SELECT USERINFO
2015-08-01 22 LOGOMN
LOGOFF
SELECT
SELECT
2015-08-01 22 SELECT
2015-08-01 22 SELECT
2015-08-01 22 SELEC PRODUCT_PRIVS
2015-08-01 22 EXECUTE PROCEDURE DBMS_APPLICATION_|
2015-08-01 22 EXECUTE PROCEDURE DBMS_APPLICATION_|
2015-08-01 22 SELECT DAL
2015-08-01 22:16:2 LOGOFF BY CLEAMNUP

Figure 8. Relevant Output of Oracle Database Server

dbUser dateChanged tableMame task
Erootmiocalhost 2015-08-16 18:494%: 10 userinfo UPDATE
E rootmiocalhost 2015-08-16 18:94%4:28 userinfo UPDATE
B root@iocalhost 2015-08-15 18:4%:28 userinfo UFPDATE
E root@iocalhost 2015-08-15 18:44: 28 userinfo UFDATE
B pradeep@ocalhost 2015-08-16 18:51:40 userinfo UPDATE
L pradeep@iocalhost 2015-08-16 18:51:40 userinfo UPDATE
L pradeep@iocalhost 2015-08-16 18:51:40 userinfo UPDATE
B pradesp @localhost 2015-08-15 18:51:40 userinfo UFPDATE
b saa@localhost 2015-08-16 18:53:32 userinfo UPDATE
L saa@localhost 2015-08-16 18:53:32 userinfo UPDATE
L saa@localhost 2015-08-15 18:53:32 userinfo UPDATE
C saa@iocalhost 2015-08-15 18:53:32 userinfo UFPDATE
C zaa@iocalhost 2015-08-15 18:57:17 userinfo DELETE
E saa@liocalhost 2015-08-16 18:57:17 userinfo DELETE

Figure 9.Relevant output of MySQL
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7.3 Final Steps

After pre-processing/parsing the XML outputs, the estimated schema of metadata file (Fig.10) will contain all
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the required fields for investigation.
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Figure 10. XML Schema of Metadata Files
Thus, result analysis reveals that by parsing only the relevant parameters from the log files and investigating
only the identified data repositories the time complexity and space complexity can be reduced as compared to
current system where time for analysis increases because the entire files needs to be analyzed for forensics
investigation. Also, the idea of creating metadata files from multiple databases used in the system helps to
increase the scalability factor.

VIII. CONCLUSION

From Research work reveals that database forensics is an important field of digital forensic but requires more
research in this area. There are many tools and technologies in this field but all of them have their own
limitations. Hence, to take these challenges as opportunities to make some innovations in the field of database
forensics, there is a need for an open source methodologies and approaches. The new technical progresses have
significantly increased the capacities of digital evidence being acquired and analyzed in a digital investigation.
As a result, the process is becoming tedious and impossible. Moreover, metadata which plays an important role
is abundant in today’s digital systems and survey recognizes its value to database forensics, particularly with
regard to event reconstruction. Analyzing all events across multiple diverse digital evidence sources can also
help an investigator to view all the events which can be very valuable during an investigation. Thus, a
framework is proposed to integrate multiple forensic and other analysis tools to achieve this task. Also, the
integrity of metadata is preserved using strong hash technique like SHA-1 along with preventing and blocking
database attacks. This will help to present the evidences in the court of law so that criminals are punished .Thus
aims to maintain the overall information accountability by auditing all significant system generated log
information, independent of the DBMS used.
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