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ABSTRACT

An examination is an assessment intended to measure a test-taker’s knowledge, skill, aptitude, fitness, or
classification in distinguished areas. However many times news on question paper leakages are always
sensational and sometimes even leakage is unknown to exam board. This leads to postponement or cancellation
of exams which inturn has huge economic loss and psychological depression on students. Many times question
papers leakage information will not be known to the universities itself. The use of strong encryption
algorithms may solve the problem of securing files but they are time consuming both in encrypting and
communicating the files. The Encrypted Examination Paper Distribution System involves distribution of paper
by providing both authenticity and encryption. This uses the combination of two algorithms Digital Signature
Algorithm for authentication and key generation and Blowfish Algorithm for encryption. This provides integrity,

reliability, security with less computation power and high encryption speed.

Keywords : Question Paper leakages, Encrypted Examination Paper Distribution System(EEPDS),
Authenticity, Encryption, Digital Signature Algorithm, Blowfish Algorithm

I. INTRODUCTION

Compared to other developing countries the percentage of literate people is very low in the country where we
live, after obtaining a degree/certificate a large number of our dreams are getting a good job. This permits the
undertaking of immoral and illegal ways to obtain the degree to ourselves. That is why the corrupt associations
are able to take asset, by conducting their vested passion in leaking out question paper.

So, strict measures must be taken to stop this interruption by conducting cumulative operations from both private
and government sectors. The operation must be started from grass root level, so that these insufferable activities
can be stopped. Only then we can think of our present generation to be future leaders of the country. So for secure

file storage and transfer we are using encryption.
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However the use of algorithms may solve the problem of securing a file properly in storage and in transit. The use
of encryption algorithms itself does not imply complete security and confidence. There will always be some
adjustments between security and usability. This will usually be resolute by user desires and risks. The main
necessity for the management of keys used with public key algorithms is, the private key remains secret, the
reliability of the public key is assured and that their use is controlled.

The manual paper distribution mechanism system is as shown in figure 1.

Subject Expert 1 » Set 1 Scramble
/’ questions
Paper l
Subject Expert 2 N Set 2 »| setting
> Prepare new
server \ .
. question
Subject Expert n Set n
T3
Print and » Transit to
pack exam center
Conduct
exam

Figure.l Architecture of exisiting voting system
There are many issues in this system as listed.
(a) This system is not economical
(b) Total system has many loop holes where paper leakage can happen at any stage.
(c) Reliability and security are major concern
(d) Examination Re-conduction is too expensive as this has to be done at no extra cost
(e) Well prepared Students enter into depression
(e) Paper leakage is difficult to be traced even in case it happens.
They are many side effects arising from these issues. Students are passing exams without studying and getting
good results, where really talented students are facing real hardship which means a direct form of discrimination.
Then they are getting jobs in important sectors, where there is a need for qualified personnel. Then they are
getting jobs in sectors where there is a need for capable personnel. In calculation of human progression education
plays a vital role and it is the backbone of a nation.
To lead the country towards successful educated people has a crucial performance. But when ones qualification is
attained through illegal means, the total development process will be unskilled automatically. Due to this immoral
way of getting a degree, the improficient work force in job sector may corrupt their jobs and willing to restore to

any measure for their self-interest.
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2.1 Digital Signature Algorithm (DSA)
DSA is proposed by in August 1991 for digital signatures to employ in their Digital Signature Standard. The
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DSA can be used in situations wherever a digital signature is required and user authentication is required. This
employs public key cryptography with two keys, private and public keys. The signature generation method uses
private key and also signature verification method uses the public key's [1].

For signature generation and verification, the data that is taken as a message, M, is utilizes the Secure Hash
algorithmic rule (SHA). However, by mistreatment the signatory's public key, anyone will verify a properly
signed message [2]. Here, the generation of a new stored modulus is not done every time. The public key is has
two parts where the first part is the public key (y) and next is the modulus data (p, q, and g). where modulus size
is in between 512 and 2048 bits with 64 bits increment. [3].

DSA requires a means of associating public and private key pairs to the corresponding users. That is, there should
be a binding of a user's identity and therefore the user's public key. This binding could also be certified by a
reciprocally trustworthy party, for instance, a certifying authority might sign credentials containing a user's public
key and identity to make a certificate. DSA is secured because of the difficulty of computing the discrete log.
The purpose is to find the smallest natural number X as shown in equation (1), after choosing a prime p and a and

f that are nonnegative integers mod p, t.

B = ax (mod p). )

The x is the number indicated by La(B), the discrete log of B with respect to a. Generally, o is considered to be a
primitive root mod p. Also a is a primitive root mod p if and only if {imodp |0 <i<p—2}={1,2,...,p—1} [4].
2.1.1 DSA Advantages

1. Public Key Encryption requires no secret key communication.

2. Highly secured

3. Used in User Authentication

2.2 Blowfish Algorithm

In all security algorithms , Blowfish algorithm place a vital role in securing the data in storing and transferring.
Bruce Scheier designed this algorithm in 1993 as alternative to existing encryption algorithm such as AES, DES.
This is fast as it encrypts the data at a rate of 26 clock cycles per byte on large 32 bit micro processor. It is
compact as it can run 5k of memory[5].

This uses addition, XOR look up tables with 32 bit operands. Blowfish is symmetric block cipher algorithm
encrypts block data of 64 data at a time. This will follow feistel network and this algorithm is divided into two
parts, Key Expansion and Data Encryption[6].

2.2.1 Key Expansion

It will convert a key of at most 448 bits into several sub key arrays totaling 4168 bytes. In general the key length

is the range of 32 to 448 bits by default we are using 128 bit key length. These keys are generated to any
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encryption or decryption of data. The p array contain 18, 32 bit sub keys P1,P2,...P18. This contains four 32 S-

boxes of 256 entries[7] :
S1,0,S11.cie S1,255
$2,0,S2,1....ccoune. S2,255
S3,0, S3,1..cciirns S3,255
S4,0, 4,1 S4,255

By using blowfish algorithm the sub keys are calculated :

1.With a fixed string, initialize the P-array and the four S-boxes with a fixed string. String consists of the
hexadecimal digits of pi(less the initial 3)

2. up to P14, XOR P1 with the first 32 bits of the key, XOR P2 with the second 32 bits of the key and so on
repeated loop through the key bits until the entire P-array has been XORed.

3. using the sub keys described in step (1)and(2), encrypt all-zero string with the blowfish algorithm.

4. with the output of step(3) replace P1 and P2.

5. By using modified sub keys encrypt the output of step (3) using blowfish algorithm.

6. Replace P3 and P4 with the output of step (5).

7.Continuing this process replace all the entries of the P-array and then order all the four S-boxes with outputs of
continuously changing the blowfish algorithm.

To generate all required subkeys 512 iterations are required in total. Rather than execute this derivation process
multiple times applications can store the subkeys.

2.2.2 Data Encryption

Blowfish is a feistel network consisting of 16 rounds[8,9]. The inputs is a 64-bit data element, and the algorithm
is as follows.

Algorithm : Blowfish encryption

Step 1 : Divide a into two 32-bit halves: aL,aR

Step 2 : For i=1t016:

Step 3 : aL=aL XOR Pi

Step 4 : XR=F(XL) XOR xR

Step 5: Swap aL and aR

Step 6 : Swap aL and aR(undo the last swap)

Step 7 : aR=aR XOR P17

Step 8 : aL=aL XOR P18

Step 9 : Recombine aL and aR

The function F is as follows:
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Figure.2 Architecture of exisiting voting system

2.2.3 Advantages of blowfish
1. Encryption Speed
2. Easy to Implement

3. Works on large amounts of Data

2.3 EEPDS
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Here the user who can be the Subject Expert, Question Paper Setter, Exam coordinator, Examiners are all

authenticated by using DSA. Then they are given the chance to accept the question paper. Then encryption or

decryption is done by using blowfish algorithm. Though Blowfish is a symmetric algorithm, this is totally secure

if key is transmitted securely. This can be generated by DSA and then transmitted using emails. Symmetric

algorithms are fast compared to public key cryptographic encryption algorithms like RSA. Hence we are using

Blowfish for encryption.

However symmetric algorithms do not provide Authentication. As this is one time process DSA is used for

generating and verifying Signatures.

Authentication
using DSA

RCE

|

Accept Question
paper

L 4

Encrypt/Decrypt
using blowfish

¥

Transmit
Encrypted Paper

Figure.3 EEPDS Structural Diagram

The advantages of this system are
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2. Encryption is secure with blowfish algorithm

3. Exam Paper leakage is controlled at every stage

111 RESULTS AND DISCUSSION

By implementing this EEPDS system, the examination process can be smoothened and secured. However this
requires that the private key of DSA to be kept secured with user. The secret key must also be transmitted
securely. The Blowfish algorithm is symmetric algorithm but provides equal security if the key is kept secure.
However this takes comparatively less time and hence is preferable in encrypting huge amounts of data such as in
examination system. Table 1 shows the comparative analysis of Blowfish with RSA.

Table 1 : Comparative Analysis Blowfish and RSA

] Encryption/Decryption
Test Rounds Size Time(ms)
(KB)

Blowfish RSA
1 100 40 202
2 250 66 370
3 65 34 155
4 780 180 600
5 356 93 409
6 30 22 102

Hence at times blowfish can be used with hybrid combination of DSA for increasing encryption speed where

there is large amount of data to be encrypted.

V. CONCLUSION

In any public examination, the question paper leakage has became a common phenomenon. Through their
political and economic connections a group of people manage to leak these questions. Day by day this immoral
practice is spreading out in to the society. Students are cheating themselves as well as the nation, who are passing
their exams by help of leaked question papers. So this system solves all the issues arising from the leakage of the

paper and provides tight security which is unbreakable.
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