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ABSTRACT

The concept of pairing in cryptography was first introduced by Andre Weil in 1940. Generally pairings map
pairs of points on an elliptic curve into the multiplicative group of a finite field. The use of pairings in
cryptography has developed at an extraordinary pace since the publication of the paper of Joux in 2004. In the
present paper, we introduced a multi self- pairing trilinear map on finitely generated free R -modules with rank
three, where R is a commutative ring with unity. We used this pairing map to generate secret shared key for
group communication.
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I.INTRODUCTION

In the recent years, pairing based cryptographic schemes on elliptic curve have been a very active field of
research in cryptography. The concept of pairing in cryptography was first introduced by Weil [16]. Generally
pairings map pairs of points on an elliptic curve into the multiplicative group of a finite field. The use of
pairings in cryptography has developed at an extraordinary pace since the publication of the paper of Joux [8].
Joux’s paper is of great interest to cryptographers, who want to start investigating further applications of
pairings. The next two important applications of pairings are the identity-based encryption scheme of Boneh and
Franklin [2] and the short signature scheme of Boneh, Lynn and Shacham [3]. Pairings have been accepted as an
indispensable tool for the protocol designer. There has also been a tremendous amount of work on the
realization and efficient implementation of trilinear pairings using the Tate pairing on elliptic curves,

hyperelliptic curves, and more general kinds of abelian varieties [7, 9, 10, 12, 14, 15].
Let E with y2 =x3+ax+b bean elliptic curve defined over a finite field F . Then, we know that [6, 11, 13]
each elliptic curve point can be described by two coordinates x,y < F . In this case we say that elliptic curve
points belong to two dimensional affine plane Aé ={(x,y) e FxF} . Suppose the coordinates (x,y) of the
affine plane Aé ={(x,y)e FxF} are mapped to the coordinates (X,Y,Z) of projective plane
P2 ={(X,Y, Z) e FxFxF}as

(X,Y,Z)=(x2%yzZ%)or x=X/Z%and y=Y/Z®
1)

where c,d are integers.

After applying the Jacobian projective transformation with ¢ =2and d =3, elliptic curve E can be rewritten as
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E:Y?=X%+axz* +bz°.

If B =(X.,Y.Z;)and R, =(X,,Y,,Z,) are two distinct points on the projective plane then their point addition
(P =(X3,Y3,Z3) = R + P, ) and point doubling (P, = 2R,) can be described as follows:

1.1 Addition of Two Distinct Points

Case-l : If x =x, then we have

Y, Y

g=Y2= N _ z,' z _ (2" -%,2,°)Z,°2°
X=X KXo X1 (X2 -X,Z,5)2,°2

zZ, 7

It is obvious from above expression that 1 exist because x = x,.

Now the point P, can be calculated as

2
(Yzzld _lezd )Z,°Z¢ J _ X425 + X2y

Xg = A2 =X — Xy =
’ v [<x221°—x122°)22"21" 2,°2

_ (Y2, -11Z,")Z,%°Z% —(XiZ,° + X,Z0°)(XoZ° — %42,°)° 2,202,
(XZZ]_C _ XlzZC)ZZZd+C212d+C

Y3 =A% —%3)— V1

_ (L% %22,z ( Xo (520 2,007 2,72 % — (X2 + XpZ ) (XoZi — X4Z,°)* 2,7 7, J_ Y
(XZZIC - XIZZC)ZZd Zld ZlC (XZZIC - XIZZC)ZZZdJcmlZd e Zld

_ (62" -%2,)2,°2 ((lez; + X Z)(XoZy — X0Z,°)2 2,020 - (.2, -¥2,)’ 2,2, J_ A\
(Xzzlc - Xlzzc)zzd ZlcI (XZZlc - XlZZC)ZZZd +Czlszrc Zld

_ (Yzzld —Y1zzd )(2X,Z,° + X2 )(X 2y — X122C)2222d+0212d+C —(Yzz1d _lezd )322402140 o
(Xzzlc _ Xlzzc)223d+c213d+c Zld

_ (24" —¥1Z,°)@X1Z5° + X520 ) ~NZ, (XoZy = X ZON(XoZt - XiZ,°)° 2,2 220 —(Y,2," -%,2,°)° 2,2,
(Xp2)° = %,12,°)2,° 2%

Using (1) and Jacobian projective transformation with c=2andd =3, P, is given by
Xg =(,Z° —%1Z,°)? —(XiZ,% + X520 )(X, 2,7 — X, Z,°)?,
Y3 = ((YZZl3 _Y1223)(2)(1ZZ2 + XZZlZ) _Y1223(X2212 - X1222)) - (Yzzl3 _Y1223)3 '

and Zy = (X522 = X,2,2)Z,Z, .
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Case-11 : If x, =x, then we have P, =P, +P, =0, where O is the point at infinity of the elliptic curve E in

projective coordinates. It can be easily seen that for Jacobian projective coordinates, the point at infinity has the

form (1,1,0).

1.2 Addition of Two Equal Points
For point doubling we can take B, =P, then B, =R +PB, =2R =(X3,Y3,Z3) .
We have

1 3’ +a _3X,°z)" +az,*"

Obviously A existsif y; = 0. So we get

_ (3X12 +a2120)2212d _2ﬁ _ (3X12 +azlzc)2212d _8213CX1Y12

X3 =A% -2

Y3 =A% —X3) =V :/1(3)(1_/12)—3/1

27,%%Y, Z° 47,2 z,°

B 12 X1Y12 (3X12 + azlzc)z Zl3C+2d _ (3X12 + aZlZC)3Zl4d _82160Y14
- 82160+dY13

Using (1) and Jacobian projective transformation with c=2andd =3, the doubling of pointP, is given by
P3(X3,Y3,Z3)
where X5 = (3%, +az,*)? —-8X,Y/%,
Y, =12X,Y,2(3X,% +az,*) - (3X,2 +az,*)® -8Y,*,
and Zy,=272}Y,.
Point subtraction can be performed as P, =R —P, =R +(—R,) where —P, is the additive inverse of P,and
_PZ = (XZ*_YZ'ZZ) '
Here it is remarkable that we are no need of division and multiplication operations for calculating elliptic curve

point P; on the projective plane.

I1. CONSTRUCTION OF TRILINEAR SELF PARING MAP
According to the terminology as in the references [1, 3, 4, 5], let R be a commutative ring with unity, P be a

finitely generated free R -module with rank 3 and (I,m,n) be a generating pair for P. We consider
elementsa =yl +vym+wn,b=ul+v,m+w,n, c=ugl+vsm+wsnin P, where u;,v;,w P for each

i=123.

For some fixed «, 8,7 € R where all o, and y are not zero at the same time, we construct a pairing map
fop, PxPxP —P (2)

defined by
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fo. 5., (@,0,C) = [Uy (VoW5 —VaW, ) +V; (UsW, —UpWa) + W (UpVg —UsVp)].(ad + Sm+yn) 3)
It can be easily seen that the pairing map (2) defined by (3) is non- trivial and well defined map.
For this, if a=a',b=b'and c=c'then we have u;=u; ,v;=v, and w, =w, for each i=123 by

independency of (I,m,n) . Thisimplies f, 5 (a,b,c)=f, 5 (a'b’,c’). Therefore the map is well defined.

Proposition-1[15]: The pairing fo ., (@,b,C) has the following properties:

(i) Identity : f, , (a,a,a)=0 forall aeP .

(ii) Trilinearity : If a,b,c,d € P then we have
f,5,(@+bcd)="1,, (acd)+f, ;. (bcd),
f,5,(@b+cd)="1,, (abd)+f,, (acd),

and fop5,@bc+d)="1, ;5 (abc)+f,;, (abd).

(iii) Anti- symmetry : faﬁyy(a, b,c) =—faﬁ17(b,c, a) forall a,b,ceP .

(iv) Non- degeneracy : If a,b,ce P then f, , (a,b,0)=0=f, ; (a,0,c)=f, ;, (0b,c).

Also, if fo 5, (@,b,C) =0forall b,ceP, then a=0.

Moreover, if f, ; (ab,c)=0forall cePthen a= kb for some constantk .

I11. CONSTRUCTION OF TRILINEAR SELF PARING MAP ON ELLIPTIC CURVES

In this section, we will extend the multi self pairing (constructed in previous section) on elliptic curve over the
finite fields. At the end of this section we will also discuss an auxiliary result which will be useful in the next
section.

Let E be an elliptic curve. Then a point P € E is said to be a torsion point[15] if there exist a positive integer
m such that mP =O. The smallest such integer is called the order of P . An n-torsion point is a point P € E
satisfyingnP =0 .

Also let K be a field with characteristic zero or a prime p(p is relatively prime to n) and let

E= E(R) be an elliptic curve over K where K is an algebraic closure of K. Also let E(K)[n] denote the

subgroup of n -torsion point in E(K), where n=0.

For our simplicity we will denote E(R)[n] by E[n].

It can be easily checked that E[n]~Z,®Z,®Z,.

Let {U,V,W}for some fixed generating pair for E[n]. Then the points P,Q,R e E[n] can be expressed as
P=aU+bV+cW, Q=aU+bV+cW, R=aU+bV+cW, where a,b,cfor each i=123are
integers in [0,n—1].

Now for some fixed integers «, 3, €[0,n—1] ,where all «, 3,y are not zero at the same time, we construct a
map

£n

a.py - EINI<E[N]xE[N] —E[n] @)

defined by
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f na,ﬂ,y (P,Q,R) =[a,(by¢5 —bsC,) +by (a5¢, —a,C3) +¢; (a,b; —agh, )].(aU + BV + W) (5)
It can be easily checked the map (4) defined by (5) is well defined.

Proposition-2[15] : The pairing map f" 5., (P,Q,R) constructed as above, satisfies the following postulates :

(i) Identity : f" (P,P,P)=0Oforall PeE[n].

a.B.y

(ii) Trilinearity : If P,Q,R,S € E[n], then we have

"5, (P+QRS)=f", , (P,RS)+f", 5 (QR,S),

a.py
7,5, (P.Q+R,S)=f", , (P,Q,S)+f", 5 (P,RS),

and ", 5, (P.QR+S)=f", o (P.QR)+f", 5 (P.QS).

(iii) Anti-symmerty : ", ; (P,Q,R)=—f", ; (Q,P,R) forall P,Q,ReE[n].

(iv) Non-degeneracy : If P,Q,R e E[n] then f" (P,Q,0)=0=f" (P.O,R)=f", ; (O,Q,R).

a.py a.py

Also if f" (P,Q,R)=0forall Q,ReE[n],then P=0.

a,py

Moreover if £, ; (P,Q,R)=0 forall ReE[n], then P =kQ for some constant k.
(v) Compatibility : If PeE[nk] , Qe E[n] and Re E[n] then ", , (kP,Q,R)=kf", ; (P,Q,R),
if PeE[n], Qe E[nk] and Re E[n] then ", , (P,kQ,R)=kf", ; (P,Q,R),

also PeE[n], QeE[n] and ReE[nk] then ", , (P,Q,kR)=kf", , (P,Q,R).

IV. CRYPTOGRAPHIC APPLICATIONS

In this section we will apply multi self trilinear pairing (constructed in previous section) to elliptic curve
cryptography. A protocol is a multi-party algorithm, defined by a sequence of steps precisely specifying
the actions required by three or more parties in order to achieve a specified objective. Key establishment is
a process or protocol whereby a shared secret becomes available to three or more parties, for
subsequent cryptographic use. A key agreement protocol is a key establishment technique in which a
shared secret is derived by three (or more) parties as a function of information contributed by, or
associated with, each of these, such that no party can predetermine the resulting value. The key agreement
protocol is contributory if each party equally contributes to the key and guarantees its freshness. Key
authentication is the property whereby one party is associated that no other party aside from an especially
identified second party may gain access to a particular secret key. Key authentication is said to be implicit

if each party sharing the key is assured that no other party can learn the secret shared key.

For a prime number p ( pis large enough) and a positive integer r, we denote q=p". Let E be an elliptic
curve over a finite field F, . Then given P e E(F;) withorder n and Q e(P), to findk such that Q =kP,
is known as elliptic curve discrete log problem (ECDLP) in E(F,). Also for given P,aP,bP to find abP

is known as Diffie-Hellman problem for elliptic curves. Actually it is known as Diffie-Hellman key exchange
protocol for elliptic curves.

Now the proposed cryptographic schemes can be described as follow :
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(i) We Select a large prime s such that E[s] < E(Fqk)for some smallest integer K .
(i) Next we select a generating pair {U,V,W} in E[s]and integers «, S,y €[0,1 —1] which determine

the pairing f°, ;.

Let the parameters (P,Q,R, f* ) be publicly known and let h: E(F,) —Z /1 be hash functions.

a.py
Now our proposed f°, 5., - Pairing can be apply to cryptographic scheme namely authenticated key agreement

on elliptic curves. To apply the proposed scheme, we assume that three communication parties Alice, Bob and
Carol wish to share a common secret information. Now we are in the position to explain authenticated elliptic
curve Diffie-Hellman key agreement for three parties, which consists of the following phases:

Phase-1: It consists of the following steps

1) Alice, Bob and Carol randomly select secret integers a,b,c € (1, s—1) respectively.

2) They respectively compute aP,bP,cP.

3) They broadcast the above computed values.

Now the public values of the system are (P,Q,R,aP,bP,cP, fsaﬁyy) :

Phase-11: It consists of the following steps

1) Alice computes S, =abP.cP =abcP (because P E[n]) and fsaﬁly (aP,Q,R). She sends
h(Sa)f*, 5, (@P,Q,R) to Bob and Carol.

2) Bob computes Sg =b.aP.cP=abcP and f°, ; (bP,Q,R). He sends h(Sg)f°, 5 (bP,Q,R)to Alice and
Carol.
3) Carol computes S¢ =c.aPbP =abcP and f°, ; (cP,Q,R).Hesends h(Sc)f°, ;. (cP,Q,R)to Alice and

Bob.
Itis evident that S, =Sz =S; =abcP = S, (say).

Phase-111: It consists of the following steps
1) Alice receives 1, =h(Sg) T, (bP,Q,R)[h(Sc)f. ,, (cP,Q,R)

Using the trilinearity of pairing f° Alice obtains 1, =h(Sgc)bcf°, 5 (P,Q,R).

ap.y’

Alice computes h(SA)‘l(mod S) to obtain her secret share key as K, = ah(SA)‘llA .

2) Next Bob receives |, =h(S,)f>, (aP,Q,R)|h(S;)f;, (cP,Q,R)

a,B.y a,By

=h(S,sc)acf’, (P,Q,R)

a, By
To obtain secret share key, Bob calculates h(SB)‘l(mod s) and compute his shared secret key as
Kg =bh(Sg) 5.

3) Finally Carol receives I, =h(S,)f> (aP,Q,R)Hh(SB)fS (bP,Q,R)

a, By ap.y
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:h(SABC)abe (P,Q,R)

a, By
To obtain secret share key, Carol calculates h(S¢ )}(mod s) and compute his shared secret key as
Ke =ch(Se) e -
It can be easily verified that K, = Kz = K =abc fsa]m(P,Q, R) =K (say).

Thus there has been established an authenticated common secret key among multiparty Alice, Bob and Carol.

V. SECURITY ANALYSIS

It is obvious from the proposed authenticated elliptic curve Diffie Hellman protocol that the common secret

key K =abc f* (P,Q,R) is designed by the contribution of each involved party (Alice, Bob, Carol). This

a.py
results in the complexity for the attacker.

For this suppose an active adversary is capable to reform, delay or interpose the message. Now possible attacks
on Bob and Carol can be described as:

If Kgor K. secret common key calculated by Bob or Carol, then it can be represented as
Kg =D fsavm(le,Q, R)or Ke =c fsaym(dzP,Q, R) where d; or d, are introduced by adversary. It means
that adversary can alter the first flow of the proposed protocol with fsa’ 5., (0P, Q,R) or fsa' 5., (d2P,QR).

To compute bf°®, ; (d;P,Q,R)or cf®, 5 (d,P,Q,R)adversary requires to calculate bf°, ; (P,Q,R) or

a.py
cf Sa’m(P,Q, R) respectively. But in the second flow, the only expression calculating bf Sa’m(P,Q, R) or
cf 5, (P.QR)Is h(Sp)f°, 5 (bP,Q,R)or h(Sc)f°, 5 (cP,Q,R)respectively. This shows that for
adversary to compute bf°, ; (P,Q,R) or cf°, 5 (P,Q,R)respectively from h(Sg)f*, 5 (bP,Q,R)or
h(SC)fSayﬂ'y(cP,Q, R) is intractable without the knowledge of Kgor K.

Similarly attack on Alice can be described as:

Suppose key calculated by Alice is K, = ah(SA)‘l fsaﬁvy(d3P,Q, R) where dsis introduced by the adversary.
Now if assume that d; =d,h(S,)where d,is known by adversary and independent of h(S,), then
Ka=ah(Sa) ™" £°, 4, (dsh(Sp)P.Q.R)=af°, ; (d,P,Q.R). Also to calculate d,h(S,)f°, 5. (P.Q.R),

where d, is known by adversary, is intractable without calculating h(SA)fsaﬁ’y(P,Q,R). Further if djis

independent of h(S,), then it is impossible to calculate the key of Alice because K, depends upon h(S,)™.

VI. CONCLUSIONS
Using fsa’ﬂ’y- pairing in cryptography is based on the difficulty of computing h(SB)fSaﬁ’y(bP,Q, R),

h(SC)fSayﬁ'y(cP,Q, R)andh(S,) f° (aP,Q,R), without knowing the secret values a,b and c ( of Alice,

a.py
Bob and Carol respectively ) in the construction of the self pairing trilinear map fsaﬁ'y. To compute

bf*, 5,(d,P,Q,R) or cf°, 5 (d,P,Q,R), adversary requires to calculate bf°, ; (P,Q,R) or
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cf savm(P,Q, R) respectively. But in the second flow the only expression calculating bf Saﬁy(P,Q,R) or
cf*, 5, (P.QR) is h(Sg)f®, 5 (BP,Q,R) or h(S.)f°, 5 (cP,Q,R)respectively. This shows that for
adversary to compute bf°, ; (P,Q,R) or cf®, 5 (P,Q,R)respectively from h(Sg)f*, 5 (bP,Q,R)or
h(SC)fsaﬁ‘y(cP,Q, R)is intractable without the knowledge of Kgor K,. Furthermore to
calculate d4h(SA)fSaﬁ’7(P,Q,R), where d, is known by adversary, is intractable without
calculating h(SA)fsaﬁyy(P,Q, R). In fact, it is impossible to calculate the secret key of Alice because her

key K, depends upon h(SA)’l. Thus fsa’ﬁ’y pairing with only public values is as hard as solving the discrete

logarithm problem on elliptic curves.
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