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ABSTRACT 

IP traceback plays an important role in cyber inves-tigation processes, where the sources and the traversed 

paths of packets need to be identified. It has a wide range of applications, including network forensics, security 

auditing, network fault diagnosis, and performance testing. Despite a plethora of research on IP traceback, the 

Internet is yet to see a large-scale practical deployment of traceback. Some of the major challenges that still 

impede an Internet-scale traceback solution are, concern of disclosing ISP’s internal network topologies (in 

other words, concern of privacy leak), poor incremental deployment, and lack of incentives for ISPs to provide 

traceback services.  
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I. INTRODUCTION 

As a network security systems refers to the long known attackers may use forged source IP address to conceal 

their real locations. To capture the spoofers, a number of IP traceback mechanisms have been proposed. 

However, due to the challenges of deployment, there has been not a widely adopted IP traceback solution, at 

least at the Internet level. As a result, the mist on the locations of spoofers has never been dissipated till now. It 

proposes passive IP traceback (PIT) that bypasses the deployment difficulties of IP traceback techniques. PIT 

investigates Internet Control Message Protocol error messages (named path backscatter) triggered by spoofing 

traffic, and tracks the spoofers based on public available information. In this way, PIT can find the spoofers 

without any deployment requirement. It illustrates the causes, collection, and the statistical results on path 

backscatter, demonstrates the processes and effectiveness of PIT, and shows the captured locations of spoofers 

through applying PIT on the path backscatter data set. These results can help further reveal IP spoofing, which 

has been studied for long but never well understood. Though PIT cannot work in all the spoofing attacks, it may 

be the most useful mechanism to trace spoofers before an Internet-level traceback system has been deployed in 

real. 

Passive IP traceback (PIT) that bypasses the deployment difficulties of IP traceback techniques. PIT investigates 

Internet Control Message Protocol error messages (named path backscatter) triggered by spoofing traffic, and 

tracks the spoofers based on public available information. Proposed Passive IP Traceback (PIT) which tracks 

spoofers based on path backscatter messages and public available information. 

PIT is used to perform IP traceback; it is very different from existing IP traceback mechanisms. PIT is inspired 

by a number of IP spoofing observation activities. Thus, the related work is composed by two parts. The first 

briefly introduces existing IP traceback mechanisms, and the second introduces the IP spoofing observation 

activities. 
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III. INDENTATIONS AND EQUATIONS 

1 

k  = min(dlog2 ne + d_e); n 2 [1; l]; (1) 

                                                   n 

where k denotes the minimal marking space, dlog2 ne is the bit length of fragment index, and de/n is the bit 

length of payload in marking space. Similarly, given a known token length l and available marking space k, we 

can obtain the minimum number of token fragments, i.e., the minimum number of marked packets in direct 

marking, by solving (2).              

minimize n;          (2)     

1 

 subject to dlog2 ne + d_e <= k; n 2 [1; l]:      

                                                       n 

IV. FIGURES AND TABLES 

A . System Architecture 
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Fig.1: System Architecture 

System architecture can comprise system components, the externally visible properties of those components, the 

relationships (e.g. the behaviour) between them. It can provide a plan from which products can be procured, and 

systems developed, that will work together to implement the overall system.  

B. Authentication 

The new user going to use the service then they have to register first by providing necessary details. After 

successful completion of sign up process, the user has to login into the application by providing username and 

exact password. The user has to provide exact username and password which was provided at the time of 

registration, if login success means it will take up to main page else it will remain in the login page itself. 

 

 

 

 

 

 

 

 

  

Fig.2:Authentication 

C. Customer ATM Process 

The customer going to use the service then they have to register first by providing necessary details. After 

successful completion of process, the customer has to login into the application by providing Customer ID and 

PIN Number. The Admin has to provide exact username and password which was provided at the time of 

registration, if login success means it will take up to main page else it will remain in the login page itself. 
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Fig.3: Customer ATM Process 

D. Admin 

Under this module, Admin can able to retrieve their Details from the Customer, similarly can able Find their 

data from that storage area. 

 

 

 

 

 

 

 

 

 

 

 

Fig.4:Admin 

E. IPspoofer Process 

Under this module, Ipspoofer can able to retrieve their data from the IP Address, similarly can able Find their 

data from that storage area. 
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Fig.5: IPSpoofer 

V. CONCLUSION 

Tried to dissipate the mist on the locations of spoofers based on investigating the path backscatter messages. 

Proposed Passive IP Traceback (PIT) which tracks spoofers based on path backscatter messages and public 

available information. Illustrates causes, collection, and statistical results on path backscatter. Specified how to 

apply PIT when the topology and routing are both known, or the routing is unknown, or neither of them are 

known. Presented two effective algorithms to apply PIT in large scale networks and proofed their correctness. 

Demonstrated the effectiveness of PIT based on deduction and simulation. It showed the captured locations of 

spoofers through applying PIT on the path backscatter dataset. These results can help further reveal IP spoofing, 

which has been studied for long but never well understood. 
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