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ABSTRACT 

This research deals with a common approach for the detection and mitigation of black hole attack in MANET 

that because of the mobility and nature broadcasting are generally susceptible for the attacks as compared to 

the existing wired network. Particularly, black hole attack could be easily be deployed by an adversary. Black 

hole attack is one of the well known security threat occurs in MANET. A black hole attack occurs due to 

malicious nodes that attract the data packet by addressing a false route.  In the research work, AODV (Ad hoc 

network) routing protocol has been used.  Cuckoo search optimization algorithm has been used for optimizing 

the route from source to destination. ANN (Artificial neural network) is used for the detecting and preventing 

the network from black hole attack. The simulation is being carried in MATLAB simulator and the performance 

has been calculated by means of performance parameters, namely, Throughput, Delay, BER (Bit error rate) and 

energy consumption. 
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I. INTRODUCTION 

Mobile Ad-hoc system is known as a system, in which the communication happens in remote medium utilizing 

an access point. Restricted to the framework of remote systems where every client straightforwardly 

corresponds with base station or access point, mobile specially appointed system namely, MANET, which is a 

type of remote Ad-hoc network [1]. It is a system of self-arrangement of movable routers connected by remote 

connections with no entrance point. Each movable device in a system is self-governing as the presence of no 

middle authority is there in the MANET. Each device can move separately freely in all the directions. The main 

aim in developing a MANET is carrying each device for continuously maintaining the information required to 

accurately route the traffic [2]. Mainly two topologies are used in MANET named as Ad-Hoc topology and 

Infrastructure topology. Ad-hoc network is a compilation of nodes or routers which exists dynamically with no 

utilization of existing network. Ad-hoc wireless network can also be regarded as more decentralized wireless 
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network. It is one of the simplest forms of wireless communication network. In the Ad Hoc network, the router 

can smoothly performs network standard that results to change topology quickly and are hard to predict. In this 

topology, the devices are connected through wireless LAN named as Service Set Identifier (SSID). 

 

Fig.1: MANET (Mobile Ad hoc network) 

All the computers or the communicating devices are connected to the same SSID then formed a network known 

as infrastructure network. The network topology formed by the infrastructure network is star topology [3]. 

The aim of this research work is to analyze and mitigate the black hole attack using AODV routing protocol. 

Cuckoo search optimization algorithm and ANN (Artificial neural network) has been used for the same. The 

performance of the research work has been calculated by different parameters, like, throughput, BER (bit error 

rate), delay and PDR (Packet delivery ratio). 

II. MATERIAL AND METHODS 

This research has developed a novel algorithm using trust model and cuckoo search algorithm. For the 

mitigation the effects of black hole attack, fuzzy logic has been used.  

2.1 Cuckoo Search Algorithm 

Cuckoo search algorithm is developed as a Meta-heuristic approach with an inspiration of bird cuckoo. This bird 

never makes its nest and usually lays the eggs in other bird‟s nest. Few host birds may engage straight with the 

intruding cuckoo [4]. If the host bird finds the eggs which are not even their egg than it throw the eggs from the 

nest or relieve its nest or make a new nest. In the nest, every egg shows a solution and cuckoo egg depicts a 

novel and better solution. The solution being obtained is a novel solution on the basis of existing solution with 

some amendments in the characteristics. Cuckoo search is utilized for solving the scheduling issues and for 

solving the design optimization issues in structural engineering. Cuckoo search admires the breeding behaviour 

and may be developed for different optimization problems as mentioned below [5]: 

i. Every cuckoo lays single egg at one time and deposits it to an arbitrarily selected nest. 

ii. The better nests having high egg quality would take to the subsequent generation. 

iii. There are fixed number of accessible host nest and if a host birds finds the cuckoo egg having 

probability of pa=[0,1] then the bird may throw or abandon them and generate a novel nest. 
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Cuckoo search Algorithm 

Begin 

Objective function g(x), x=(x1, x2 ... xt) M 

Produce initial population for n number of host nest xi (i=1, 2... n) 

While (m<Max Generation) or (halt criteria) 

 Obtain a cuckoo arbitrarily 

 Execute its fitness Gi 

 Decide a nest between n arbitrarily 

  If (Gi< Gj) 

  Change j with novel solution 

  End if 

A fraction of inferior nest is discarded and novel ones are developed 

Keep the better solutions 

Rank the solution and evaluate the solution and existing best 

End while 

 Post process results 

End begin 

2.2 Fuzzy logic 

Fuzzy logic is based on the standard form of right or wrong, realism rather than modern computers based (1 or 

0) Boolean logic calculations. Natural language (like most other life activities or even the universe) is not 

readily converted to the absolute value of 0 and 1 [6]. This can be useful as a way to see the fuzzy logic 

inference real job, binary or Boolean logic is a special case. Fuzzy logic as 0 and 1, includes an extreme case of 

truth (or 'state of things' or 'truth'), but also includes a variety of real estate in the middle, so that, for example, 

the comparison results between the two things cannot be „high or 'short‟, but „high‟.  Fuzzy logic works as the 

human brain works. Fuzzy logic is for the development of human capabilities with AI (Artificial Intelligence) 

requirements and generates the representation of human cognitive abilities in software [7].  

 

 

 

 

 

 

Fig.2: Fuzzy logic system 

Fuzzy logic algorithm  

Describe the linguistic terms and variables (Initialization) 

Develop the membership function (initialization) 

Rules 

 Defuzzifier Fuzzifier 

     Intelligence 
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 Develop the rule base (initialization) 

Change the crisp input data to fuzzy value by utilizing membership function (fuzzification) 

Calculate the rules in the rule base (Inference) 

Integrate the outcome of every rule (Inference) 

Change the output data to non-fuzzy values (de-fuzzification)  

III. BLACK HOLE ATTACK 

Black hole attack is considered as a type of DoS (Denial of Service) attack in which a malicious node may 

attract the packets by wrongly claiming a new route to the destination and later absorbs the nodes without 

sending them towards the destination [8]. 

On the below figure, a malicious node has been imagined named as „MN‟. When a node B sends a RREQ 

packet, the node D, A, MN accepts it. Node MN as a malicious node doesn‟t verify with the routing table for the 

requested route towards node C. Therefore, it abruptly transfer back RREP packet, maintaining RREP from MN 

ahead of RREP from D and A. 

 

 

 

 

 

 

 

 

 

Fig.3: Black hole attack 

In the above figure, node B assumes that the route via MN is the shortest route and transfers some packet 

towards the destination. When the node B transfers the data to MN, it takes the data and therefore, behaves as a 

black hole. The researchers have presented solutions for identifying a single black hole node. Though, in that 

solution next hop also act as a malicious node that cannot be identified [9].  

IV. SIMULATION MODEL 

This section defines the work being proposed for the detection and mitigation of black hole attack. AODV 

routing protocol has been used with Cuckoo search optimization algorithm and ANN (Artificial neural network) 

in MANET network.   
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Fig.4: Simulation Model 
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Step 1  : Then, Cuckoo search optimization algorithm is initialized for route discovery and for finding the better 

route selection as per the coverage set. 

Step 2  : The healthy function has been defined for cuckoo search algorithm according to the requirement of 

networks. 

Step 3  : After the discovery of route from the source and the destination calculated the performance parameter of the 

network and if the parameters id degraded then classify the attacker using ANN. 

Step 4  : On the basis of attacker‟s activities, the kind of attacker is being checked and the attacker performance is 

being calculated for achieving the best results. 

Step 5  : Parameters, namely, Delay, throughput, BER and energy consumption has been calculated to check the 

performance of the proposed work and compare with the existing work to verify the proposed work. 

 

V. SIMULATION RESULTS 

This section describes the results obtained after the simulation of the proposed work. Parameters, Delay, 

throughput, BER and energy consumption have been calculated. The explanation for the same is given below: 

i. Throughput 

It is described as the total number of packets transferred in the simulation time. It is the sum of total data 

transmitted from source to destination in an appropriate time span. Throughput can be calculated in terms of 

Mbps, Kbps and Gbps and generally denotes in percentage (%).  Throughput can be described as: 

Throughput=    

ii. Delay 

It is referred as the time taken for a packet data to be transferred over a network from source node towards 

destination node. Therefore, usually those routes are used in the network that has less probability of delay for 

the better performance of the proposed work. Mathematically, delay can be explained as below: 

 

 

As shown, Dtrans= Transmission Delay (Dprop= Propagation Delay and Dproc= Processing Delay 

iii. BER (Bit Error rate) 

It is described as the rate via which the errors exist in the transmission system. This may be explicitly translated 

occur in the string with the mentioned number of bits. It can be explained mathematically as shown below: 

 

iv. Energy Consumption 

It is defined in as total energy consumed by a network during the transmission of packet data from the source 

node to the destination node. It can be calculated in Joules. Mathematically, it can be defined as: 

https://en.wikipedia.org/wiki/Transmission_delay
https://en.wikipedia.org/wiki/Propagation_delay
https://en.wikipedia.org/wiki/Processing_delay
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Where, , ,  is the amplification energy, 

 and  is the propagation energy 

 

Fig.4 Comparison of throughput for with and without optimization 

Above figure represents the comparison for throughput for with (Cuckoo and ANN) and without optimization. 

X-axis in the above graph is for number of rounds and Y-axis represents throughput values obtained. Blue bar in 

the graph is for throughput with optimization and red bar represents the values without optimization. The 

average value obtained for with optimization is 91 and for without optimization it is 73. Throughput has been 

measured in percentage.  

 

Fig.5 Comparison of Delay for with and without optimization 

The comparison of delay has been shown in above graph for with and without optimization. Numbers of rounds 

are shown in X-axis in the graph where the values obtained for delay are shown in y-axis. The average value for 

delay in case of with optimization is 12.4 while in case of without optimization, it is 23.2. 
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Fig.6 Comparison of BER for with and without optimization 

The comparison of BER is shown in above figure with respect to the rounds. Red bar depicts the values 

obtained for without optimization while blue bar is for with optimization case. X-axis defines the number 

of rounds and Y-axis defines the BER values obtained after the simulation of the work. The average value 

obtained for with optimization is 24.2  and for without optimization, it is 39.8.  

 

Fig.7 Comparison of Energy Consumption for with and without optimization 

The comparison of energy consumption for with and without optimization is depicted in above figure. X-Axis 

defines the number of rounds and Y-axis shows the value obtained for energy consumption after the simulation. 

The blue bar in the graph is for with optimization case and red bar shows the result of the without optimization. 

The average value for with optimization for energy consumption is 12 and for without optimization, it is 18.2.  

 

VI. CONCLUSION 

This research has dealt with the detection and mitigation of black hole attack in MANET. Cuckoo search 

optimization algorithm has been used for the optimization for reducing the delay, bit error rate and for 
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increasing the throughput of the simulated work. ANN as a classification algorithm is used as a classifier. 

Number of researchers has proposed a number of prevention techniques for the mitigation of black hole attack 

as only routing protocol cannot give better results. So, the performance can be increased by using optimization 

as well as classification algorithms. Parameters, like, throughput, BER, Delay and energy consumption has been 

used for the calculation of the performance. The average value obtained for with optimization is 91 and for 

without optimization it is 73 for throughput. The average value for delay in case of with optimization is 12.4 

while in case of without optimization, it is 23.2. The average value obtained for with optimization is 24.2  and 

for without optimization, it is 39.8 for BER. The average value for with optimization for energy consumption is 

12 and for without optimization, it is 18.2. It is being concluded that with the usage of optimization techniques 

(ANN and Cuckoo search), enhanced results has been obtained.  
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