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ABSTRACT

In order to enrich the security of the image cryptosystem and to defend it from the intruders, this paper
recommends a new asymmetric cryptosystem based on Fractional Fourier Transform which adds non linearity
by including cube and cube root operation in the image encryption and decryption paths separately. In this
cryptosystem Structured Phase Mask (SPM) and Hybrid Mask (HM) are used as the encryption keys and the
phase masks generated after the cube operation in the encryption scheme are earmarked as the decryption keys
and we make use of cube root operation to decrypt image in the decryption process. The cube and the cube
root operations used make the cryptosystem resilient against various attacks. Recommended scheme
strengthens the safety of DRPE by growing the key space and the number of parameters for safety and robust
against various attacks. The strength of the recommended cryptosystem has been calculated on the basis of
various constraints by simulating on MATLAB 7.9.0 (R2008a). A set of simulated results shows the power of
the proposed asymmetric cryptosystem.

Key words: Asymmetric Cryptosystem, DRPE, Fractional Fourier Transform, Hybrid Phase Mask,
Structured Phase Mask..

I. INTRODUCTION

Because of the fast development of Internet and computer technologies, the protection of digital and optical
imaging has become very difficult. It is in great demand to maintain the discretion of these images so that no
third party can have access for these images. One of the ways by which we can provide privacy in these fields is
cryptographic methods .This can be done through optical image encryption methods [1-4] which is one of the
best methods for encryption and safeguarding delicate information. The most successfully known practice for
optical image encryption is double random phase encoding (DRPE), which was first proposed by Refregier and
Javidi in 1995 [5].The DRPE is an optically symmetric key system which encrypts the input image and converts
it into stationary white noise called cipher images by using two random phase masks (RPMs) using Fourier
transforms [5, 6], one in input plane and another in Fourier plane. The two phase masks used are independent of
each other. DRPE with Fourier transform suffers many attacks. In order to reinforce the security level DRPE
was prolonged and applied with other transforms such as Fractional Fourier transform [7-15], Fresnel transform
[16-20], gyrator transform [21-27], fractional Mellin transform [28-29], discrete fractional cosine transform[30],

Hartley transform [31], Arnold transform [32] etc. But all these methods were used with symmetric key
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encryption [33-35] which uses similar key for encoding and decoding purpose. Hence, this method brings much
lethal damage to consistency as it is open to many attacks like chosen- cipher text attack [36], chosen plain
image attack [37], and Known plane image attack [38-39] and grieved from various practical problems like
management and key distribution.

Thus to strengthen the security system and overcome these circumstances asymmetric cryptosystem scheme [40-
50] was introduced which uses two keys for encoding and decoding respectively.

In this paper a new nonlinear asymmetric cryptosystem has been recommended. The proposed scheme tries to
overcome the vulnerabilities in symmetric scheme like the chosen- cipher text attack. This scheme uses cube
operation while encoding image at the sender end and uses cube root operation while decoding images at the
receiver end which makes it resilient against various attacks and gives very good performance. The use of cube
and cube root adds lot of non-linearity in the path which makes it problematic for an attacker to find the genuine
key. In the suggested scheme phase part are used as the decoding keys, for an attacker it becomes difficult to
obtain the private keys and hence enhances the security. Here, we propose a combined system using SPM [51,
52] along with Hybrid Phase Mask (HM) [53]. The HM used is dissimilar from random masks used in DRPE
scheme as it is caused from the angle of Fourier transform of the product of random phase masks with the
secondary image. Experimental results are also provided for validation. The robustness of our proposed
cryptosystem has been analyzed and verified on the basis of various factors on MATLAB 7.9.0 (R2008a) and
investigational results are presented below to highlight the efficiency of the algorithm.

I.THEORETICAL ANALYSIS
In this system, a new concept of asymmetric key cryptosystem has been proposed which uses HM and SPM
using FrFT.
1.1. Fractional Fourier transform
In our recommended scheme we have used DRPE in Fractional Fourier domain (FrFT) [7-15].

The FrFT of order a of an input function f(x) can be defined in terms of kernel function as follows:

FE M) = [ K, G f(x)dx Q)

Where the kernel function K (x, u) is expressed as

Aexp[im(x cotd — 2xucsc 0 + u? cotd)]. o F nw
Kplx,u) =4 6(x —w, a=2Inn
& + ul, a=(2n+ 1w
@
exp[-i (2]
Here, A= m.'w T

Where, ¢ = an/2 is the angle corresponding to the transform order o along the x- axis .
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1.2. Asymmetric DRPE using phase truncation

Qin & Peng [40] proposed an asymmetric cryptosystem based on FrFT. In this cryptosystem P1 and P2 are

used for encryption and the phase masks DK1 and DK2 are used for decryption.

The proposed scheme is created on FrFT using asymmetric keys. This transform is very flexible than the basic
FT due to usage of more parameters of transform order. Let | (X, y) is the input plain image which is to be
encrypted. Let R1 is the HM and R2 is the SPM which are used as the encryption keys. These mask used act as
the secret key of DRPE. Let PT (.) and AT (.) are operators for the Phase truncation and Amplitude truncation
respectively. They are:

PTIf(d] = |IF G| 3

AT[F)] = exp(2n0()) 4)
Just like DRPE the PTFT scheme also uses two independent phase masks SPM and HM as the encryption keys.
The Fig 1(a) depicts the encryption process and the stages of encryption of the original image used, it is
expressed as:

G{u.v) = PT[FrFT(p. gI(x.y) x HM}?] (5)

E(x,y) = PTIFrFT(—p, —g){G (u, v) x SPM} ] (6)

Thus, the decryption keys developed in the encryption process are directly related to plaintext and encoding
keys. Hence, this system is much more secure since dissimilar period masks are taken for different plaintexts in
each encryption technique.
The two decryption keys obtained are:
DK 2 =PR[FrFT (p, q) {E(X, y) x SPM}] @)
DK 1=PR [FrFT (-p, -q) {G (u, v) x HM}] 8)
For decryption purpose DK 1 and DK serve as two private keys which are different from encoding keys SPM
and HM. Fig. 1(b) depicts the decryption process, in which we can obtain input image by two steps:
G(w.v) = [FrFT (p, ) (E (x, y). DK 1)]** 9)
I(x,y) = [FrFT (-p, -0) (G (u, v). DK 2)] ** (10)
From the processes described above it is clear that decryption is only possible because of usage of private keys
DK ; and DK ». Any attempt to decrypt the image without using these private keys even if we use encryption
keys will fail. Our proposed scheme is highly resistant to known plain text attacks and chosen- plain text

attacks .Hence, it is a very secure method.

1.3. Hybrid Mask

The HM [53] is generated using random phase masks, R1 and the secondary image, S (X, y). R1 is first
multiplied with S (x, y) and the resulting product is Fourier transformed (FT). The argument of the FT i.e. the
phase part of the transformed output is the Hybrid phase Mask (HM). It is given by the equation:

HM = Arg {FT [ 5(x .v).R1]} (11)
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Where, FT is Fourier transforms, Arg is the argument of the FT, and R1 is the conventional RPM. The Fig 2(f)
— (g) represents the Hybrid Mask (HM).

1.4. Structured Phase Mask
The SPM [43, 51-52] used is very user friendly and also helps a lot in the security drive. It consists of Toroid
zone plates (TZP) [54] and Radial Hilbert mask (RHM) [55-57]. The TZPs are the diffractive optical element
(DOE) which cannot be replicated hence is able to maintain the secrecy of the input image information. The
SPM [43] i.e, combined key is obtained from TZP and RHM. The usage of these keys will make the system
much more secure and helps in increasing the key space and also makes an image edge-enhanced in
comparison to original image. The complex amplitude produced by Toroid wave front is given by:

—iK(r)*
U(r) = exp(— )
Where, k= f and f= 400 mm, A= 632.8nm and pixel spacing = 0.023.

(12)

The radial Hilbert phase function in log-polar coordinates (p, &) can be written as:
H(p,6) = exp(i P 8) (13)
Where P denotes the order of transformation. It is clear that contrary halves of any radial line of the mask have
a comparative phase difference of Px radian. The combined key (SPM) generated is given by:
I" z
V (rp8)=U(r) xH (p,6) = exp( -

—iK ()

ir

)xexp[iPE:]:ei[PE'— )

(14)
The Toroid zone plate, Hilbert mask with Transformation order 5 and combined key (SPM) are depicted in

Fig. 2(c) — (e) respectively.

I1. PROPOSED TECHNIQUE
3.1 Encoding: It is an asymmetric method [40-50] which makes the scheme much more secure and confidential
without any loss of information. The encoding process involves following steps:
3.1.1. In this step we first multiply the input image by the HM (R1) in the input domain and the product is
cubed. The cubing is done pixel-wise. The resultant obtained is a complex function.
3.1.2. The resultant found is then fractional Fourier transformed (FrFT). The phase truncated [44] portion gives
the intermediate function G (u, v), given by:

G (u, V) = PT {FrFT [CU [I (x, y¥) x R11(x, V)]]} (15)
3.1.3. The G (u, v) is further multiplied with the SPM (V (u, v)) which is a combined key of TZP and RHM.
And the product is again cubed and again FrFT is applied.

E(x, y) = PT {FrFT [CU [G (u, V) X V (u, V)]1} (16)

Here, CUI.] represents pixel by pixel cubing, R11(x,y) and V (u,v) represents the encryption Keys. The

decryption keys DK and DK are given by:

DK1=PR {FrFT [CU [I(X, ¥) x R11(x, V)II} a7
DK2=PR {FrFT [CU [G (0, B) x V (u, V)]]} (18)
Both the keys DK; and DK are used for decryption.
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3.2 Decoding: The decoding process involves following steps:

3.2.1. At first we multiply the cipher image E(X, y) with the First asymmetric key (Phase reversal part- DK>).
3.2.2. Then we do the decryption of previous step using DRPE technique taking the FrFT.
3.2.3. The cube root of this function is done and we obtain the intermediate function G (u,v).
G (u, v) =PT {FrFT [CURT [E(X, ¥) X DK2]]} (19)
Here, CURT [.] represents the pixel by pixel cube root operation.
3.2.4. The G (u, v) is further multiplied with the Second asymmetric key DK;. And the cube root of this
function is done and again FrFT is applied.
I(x, y) = PT {FrFT [CURT [G (u, v) x DK4]]} (20)
The flowchart of cryptosystem for encryption and decryption is shown in Fig. 1(a) and 1(b).

HM®R11) SOV VY
o -

PT PT
¥ H EEI (p.9 H G (u v) ]_'Q :’I (¥ I ' [d;'f {-p. -9 I—*{ E(x. ¥ ] (a)
[ ] [3]

PT
I E(x, ¥) 5 EETL (p. Q@ H G G (u, v) EET (-pq) ) al I(x.¥) |
(b)

Fig. 1(a) & (b) Flow chart for proposed Encryption and Decryption Scheme

IV. SIMULATION AND RESULTS

Numerical simulation has been performed to evaluate the effectiveness and security of the proposed
cryptosystem. In our proposed simulation, an image of Barbara is used as the secondary image. In the
encryption process, some parameters are set since a selected domain of cipher-text is transformed by FrFt. The
Lena and Kids image, TZP, RHM, SPM, HM and the encoded images are shown in Fig. 2(a) — (h) respectively.
The simulation results shown in Fig. 3(a)-(f) depicts the 3D view of original, encoded and the decoded images.
Fig. 4(a) &(b) represents the decoded images with correct keys respectively. In order to check the quality of the
decrypted image, proposed algorithm is checked against Mean Square Error (MSE) and Peak Signal Noise
Ratio (PSNR). To evaluate the performance of the proposed algorithm, algorithm has also been analyzed
against Relative Error (RE).

To prompt the quality of decoded image and to confirm the security and efficiency of the
proposed scheme MSE is calculated. If Io(X, ¥) and l4(X, y) denotes original and the decrypted image, then

MSE is calculated using equation:

MY L) - Ly 2 (21)

(M)

M5SE =
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The technique proposed is very secure because in order to correctly decrypt the image all the values of HM and
SPM must be correctly chosen. If any of the value is wrongly chosen automatically there is error (MSE value is
positive) hence, decrypted image is not obtained. The MSE obtained for the Lena and Kids image is: 1.79 x 10°
Zand 1.14 x 102, The MSE obtained for our algorithm is small which means it recovers high quality image
and demonstrates robustness of our proposed algorithm. Fig. 5(a) & (b) depicts the curve between MSE and
Fractional order for a value = 0.4 and 0.8. Similarly, the degree of transparency of noise in the noised image is
assessed by calculating the peak signal to noise ratio (PSNR) between input and noised image. PSNR measures
the alteration between original image lo(X, y) and the decoded image lq(x, y) obtained using suggested

algorithm. Equation (22) shows the mathematical expression of PSNR:

PSNR=10 x log { (255)°
B J [M:ng{zizgzi|-{g(-x.\}r}_|d(x.j?}|z

The PSNR obtained for our proposed algorithm for the Lena and Kids image is: 136.04 and 183.34
respectively. These values indicate high quality of decoded image.
4.1.1. Relative Error (RE)

It can be calculated between the original image lo(X, y) and the decoded image lq (X, y) using the proposed

3 (22)

algorithm. Equation (23) shows the mathematical expression of the RE:

:Eif: 1E¥: 1 | Ip (i) -1a(xy) |2
M 12_]}";: Jalzy)?

If the value of RE is close about to zero it indicates the image is perfectly recovered. The value of RE for our

RE (23)

algorithm for Lena and Kids image is: 0.0038 and 0.0042 respectively which is nearly zero. These values
indicate that the images are perfectly recovered from our algorithm. Table 1 indicates comparative analysis of

our proposed algorithm with the DRPE approach using FT.

Fig. 2 Experimental materials for
simulation: (a) Lena image; (b) Kids image; (c)
Toroid Zone Plate (TZP); (d) Radial Hilbert
Mask (RHM); (e) Combined Key (SPM); (f)
Hybrid Mask; (g) - (h) Encoded image

63|Page




International Journal of Advance Research in Science and Engineering Q

: )
Volume No.07, Special Issue No.01, February 2018 IJARSE
www.ijarse.com ISSN: 2319-8354

)
Fig. 3 3D views of (a)-(b) Lena and Kids

image; (c)-(d) Encoded image; (e)-(f)
“ Decoded image

==

4.1.2. Recovery Attack

It is a process of decryption of original image by using correct keys. Without the knowledge of receiver’s
private keys it is challenging task for the attack to retrieve the original image without any loss of information.
Similar cases have been evaluated by the attackers where incorrect keys are used to decrypt the encrypt image.
Decoded images are shown in the Fig. 4(a), (b). Various cases like interchanging the decryption keys, DK; uses
as first decryption key and DK used as second decryption key then the MSE obtained is 1.68 x 10** and
1.048 x 10*%* and the decrypted images are obtained in Fig. 4(c) - (d). In the next case if we use amplitude
mask obtained as the decryption keys to obtain the original image, it gives 3.9574 x 10*% and 5.8873 x 10*%
MSE and are shown in Fig. 4(e) — (f). Similarly, using the phase truncated part as the decrypted keys then the
MSE obtained is 2.1172 x 10*°* and 3.2033 x 10%% and are shown in Fig. 4(g) — (h). It is clear now that the
scheme used here is very secure and it is not possible to retrieve any kind of meaningful information about the

original image. Only correct keys can help in recovering the correct original image.

Fig. 4(a)-(b) Decoded images with correct parameters; (c)-(h) Decoded image with wrong parameters

Algorithm | Input Image Parameters
MSE | PSNR | RE Entropy
Table 1: Analysis of
DRPE Lena image 1.89x10 % 123.94 0.0044 5.8 Proposed  algorithm
o _ on the basis of MSE,
Kids image 1.21x 102 168.83 0.0048 5.2
. PSNR, RE and
Lena image 1.79x107% 136.04 0.0038 5.59
Proposed — Entropy
Algorithm Kids image 1.14x10* 183.34 |  0.0042 6.2
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Fig. 5(a) — (b) Plot of MSE against the fractional order for input images Lena and Kids with Fractional order 0.4 & 0.8

4.1.3. Occlusion attack

The robustness of the scheme is also verified with occlusion attacks on encrypted images. Here, some part of
the encrypted image is blocked and the loss of encryption is simulated and analyzed. As a result of this the
decrypted image is blurred depending on the part being blocked. Fig. 6(a) & (e) depicts the cipher text with
50% of the encrypted image occluded; the recovered image is shown in Fig. 6(b) & (f) and its MSE is 2.08 x
10*3& 8.08 x 10%%, Fig. 6(c) & (g) depicts the cipher text with 25% of the encrypted image occluded; the
recovered image is shown in Fig. 6(d) & (h) and its MSE is 3.24 x 10*%& 1.31 x 10*%®. Larger the value of

MSE it means much bigger is the loss of information which in turn means larger the occluded area of encrypted

image larger is the loss hence, we cannot retrieve the good quality of image.

4.1.4. Correlation Coefficient
In order to test the correlation coefficient (CC) of adjacent pixels, the 10,000 pairs of adjacent pixels are
randomly selected in vertical, horizontal and diagonal directions from the plaintext images as well as

encrypted. The CC of each pair is evaluated using equation (24):

1 _ 1
= =W ) T = VN L.
xr = N-El=lxl’ ¥= N-El:l:"'l’
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N
o) = [ %Z{x[— #1172

aly) =1 —El (O =¥ IL/2
covlx,y) = L ELi(x — D) v =),
CC = cov (x.y)/ o) a(y) (24)

With a{x} = 0.a(y) = 0. Here, x;, 3 are the values of two adjacent pixels, N is the number of
pairs (x;, ¥ ), and (&.¥ ) are the mean values respectively. Table 2 gives the CC values of adjacent pixels in
the horizontal, vertical and diagonal directions of original images and their corresponding encrypted versions.
An illegal user cannot obtain any valid information from this statistical data. Fig 7(a) — (d) indicate the scatter

plots of correlation distribution of original image and its encrypted image respectively.

Fig. 7(a) — (d) Correlation curves of input

and encoded image of Lena and Kids

Correlation
Algorithm coefficients Horizontal | Vertical Diagonal
Original Image 0.9542 0.9836 0.9495
Encrypted Image 0.0612 0.0251 0.0100
Lena Image Decrypted image 0.0147 0.0278 0.0044
Original Image 0.9307 0.9487 0.8649
Proposed Encrypted Image 0.0762 0.0200 0.0862
Algorithm Kids Image Decrypted image 0.0169 | 0.0424 0.0088

Table2: Correlation coefficients of original, Encoded and decoded image using proposed algorithm
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4.2, Statistical Analysis

To evaluate the performance of the proposed algorithm, statistical analysis can be performed through
histogram and by finding entropies of original I,(X, y) and the encrypted image E(X, y).
4.2.1. Histogram Analysis

Histogram is one very important feature in image verification. The encryption algorithm should be
able to transform the input image into cipher images. The histograms of plain input images are different but if
the histograms of the cipher (encrypted) images are similar then it is good encryption scheme and it is free
from attacks since the attacker cannot gain useful information out of it. The histograms of the plain input image
Lena and Kids and their encrypted (cipher) images are plotted in Fig. 8(a) — (d) respectively. Hence, a hacker

cannot obtain useful information according to histograms properties.

Fig. 8(a) — (d) Histograms of the Input image and

7 encoded image

4.2.2. Entropy Analysis
Entropy measures the haphazardness or uncertainty in the Cipher image. More the randomness in Cipher

image, it becomes difficult for the attacker to recover the original image [I]. Mathematically entropy H can be

given by equation:

H =- XM, pilog2 pi (25)
Where represents the probability. The ideal value of entropy is 8. The entropies obtained for cipher image of
Lena and Kids images using proposed algorithm are 5.59 and 6.2 respectively.All these values are near about
the ideal value, then the loss is negligible and the proposed algorithm is strong against the entropy attack. This

shows that the proposed algorithm is strong and has high randomness in cipher image.

4.2.3. Noise Attack:
To check the strength of and effectiveness of the proposed algorithm, it has been analyzed against noise attack.

It is certain that the noise impacts directly the quality of the decrypted image. We have taken Gaussian noise in
the encrypted image. The noise interferes with the ciphered images by relation:
Al= A (1+kG) (26)
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Where, A is the ciphered (encrypted) image which is without noise and A?! is the noise affected encrypted
image, Kk is the noise strength and G is a Gaussian noise with 0 and 1 standard deviation. By varying the noise
strength the quality of the noise strength is examined. The Fig 9(a) — (d) shows the recovered images from the
encrypted data distorted by Gaussian noise with standard deviations of 0.025 and 0.5 respectively. Fig. 10
illustrates the MSE curve against the noise factor (K). The quality of the recovered image declines with the

increase of noise disturbances.

Fig. 9(a) —(d) Recovered image with
Gaussian Noise 0.2 and 0.5

Fig. 10 MSE curve against the MSE
m and the Noise Factor (K)
=
1
£
w e
LT — s
_____ il ~wee Lpna
$ 3 1 0‘2 OIE 0.4 0‘5 016 0‘7 CA‘E 0‘9 1
Fractional Order

V.CONCLUSION

The proposed new asymmetric cryptosystem introduces non linearity by using Hybrid Mask along with SPM in
the encryption and decryption paths respectively which enhances the security of the system. When an image is
encoded using fractional Fourier Transform it enhances the safekeeping and discretion of the original image.
The proposed method uses fractional Fourier using asymmetric keys since these keys are different for both
encryption and decryption techniques. The authors have also used different masks to perform simple DRPE
(HM &SPM) along with Hybrid mask which enhances the key space. The scheme is also verified against noise
attack besides many other attacks.The simulation result confirms the compassion of the security parameters and
the robustness of the schemes against noise and occlusion attacks and also validates the sustainability and

competence of this cryptosystem.
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