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ABSTRACT

A major challenge in securing wireless applications and services is the inherent vulnerability of radio
transmissions to communication jamming Denial-of-Service (DoS) attacks. This vulnerability gains in
significance the more one takes the ubiquity of these applications and services for granted and becomes a
crucial factor in the context of safety-critical applications. At best, failures of safety-critical systems can result
in substantial financial damage at worst, in loss of life.We tackle the problem of how devices that do not share
any secrets can establish a jamming-resistant communication over a wireless radio channel in the presence of a
satellite communication jammer.[1] We address the dependency between anti-jamming spread-spectrum
communication and pre-shared keys that is inherent to this problem, and propose Uncoordinated Frequency
Hopping (UFH), a novel anti-jamming technique, as a solution to break this dependency. In particular, we
illustrate how UFH enables the jamming-resistant execution of (group) key agreement protocols in order to
bootstrap common (coordinated) frequency hopping. Prompted by this deficiency, we discuss alternative
jamming mitigation techniques and present a novel jamming detection scheme to counter advanced (reactive
single bit) jamming attacks. We also present reactive jamming We perform an evaluation of the proposed
schemes and validate our findings analytically.[2] The results show that our solution effectively detects
sophisticated jamming attacks and enables the formation of robust sensor networks for the dependable delivery
of alarms messages.[1][2][3]
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I.INTRODUCTION

There are three ways to counter communication jamming, jamming avoidance, jamming detection, and jamming
mitigation.[3] The arguably most evident and most effective way is to avoid the jammer by moving out of its
range or by switching to a different communication medium (such as a wire) that is not affected by the jamming.
But in spite of its effectiveness, avoiding the jammer is almost never possible, most wireless applications and
services must be available at a specific location and entirely replacing the wireless communication infrastructure
with a wired one is hardly ever a feasible option. The efficiency of jamming detection and localization as a
means to counter jamming heavily depends on what the network entities can cause with the obtained
information, that is, on whether effective and immediate countermeasures (e.g., the quick
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deactivation/destruction of the jammer) can be taken.[4] This limits the application of jamming detection to
settings where physical intervention is possible or where no intermediate actions are required (i.e., where
detection of the attacker is sufficient)[5]. The third and most common measure against jamming is to mitigate its
impact by means of anti-jamming communication techniques that can resist the attack. Possible mitigation
techniques include highly directional antennas, forward error- correcting codes, and spread-spectrum
communication. Common spread-spectrum anti-jamming communication such as frequency hopping spread
spectrum (FHSS) or direct sequence spread spectrum (DSSS) enables the sender to spread a signal (in time
and/or frequency) such that its transmission becomes unpredictable for the attacker. Provided that the attacker
cannot physically isolate a device, her ability to alter or erase a message is restricted to interfering with the
message transmission and is hence limited by the achieved processing gain of the spread-spectrum

communication.[6][7]

I.LIMPACT OF REACTIVE JAMMING AND MITIGATION STRATEGIES

Before we present our solution for the detection of reactive jamming, we first want to highlight the importance
of such a detection scheme by demonstrating how a reactive jammer can block communication in current
wireless sensor networks with minimal exposure. We additionally present two techniques based on forward
error correction and limited node wiring, respectively, that help to alleviate the impact of jamming attacks but

do not suffice to adequately counter them in practice.[8][9]

1. IMPACT OF REACTIVE JAMMING

In order to enable the jamming of single bits without having to use expensive hardware, the transmission rate of
the sender and receiver was reduced. We then implemented the jammer using an additional BT node sending
random data.lf the jamming was targeted at the sync-byte, the jammed packet transmissions were not even
recognized as such by the network stack and were thus completely ignored by the nodes and not counted as
packet losses.[10][11]

As a first step towards a better jamming resistance, we introduce a technique that significantly increases the
minimal duration during which the jammer must interfere with a packet to block it. In case of jamming
mitigation technique that harnesses limited node wiring in the form of wired node chains to forward messages
out of the jammed region. Although schemes present here help to diminish the impact of the jammer but they
cannot entirely counter jamming attacks. In the absence of (broadband) anti-jamming communication, an

effective jamming detection thus remains an essential countermeasure against such attacks.[2]
Uncoordinated Frequency HoppingCommunication

In a Frequency Hopping Spread Spectrum (FHSS) system the sender and the receiver rapidly switch the carrier

frequencies of their radio transceivers among a (large) set of frequency channels according to a random hopping
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sequence. In the case of common, coordinated frequency hopping, this sequence is known to the sender and the
receiver and is typically generated by means of a pseudo-random generator which was seeded with a shared
secret key. With UFH, the sender and receiver hop among a set of known frequency channels in an
uncoordinated and random manner. Information is transferred whenever the receiver happens to listen on the
same frequency channel on which the sender is currently transmitting. In order for (coordinated or
uncoordinated slow) frequency hopping to be effective against jamming, the time slots during which the sender
is transmitting on a specific channel must be kept short (i.e., at most a few hundred bits). Messages in particular
if they are authenticated thus do typically not fit into the sender's short transmission slots and are split into
fragments by the sender and reassembled by the receiver. After the fragmentation, the sender encapsulates each
fragment into a packet, encodes the packets with error correcting codes, and repetitively transmits the encoded
packets one after another on randomly chosen frequency channels.

The two main advantages of FHSS communication compared to single carrier communication are a high
resistance to (narrowband) interference and a reduced probability of interception.

FHSS communication can further be divided into fast frequency hopping and slow frequency hopping, based on
the number of bits sent per hop. The hopping is called fast if there are multiple frequency hops per bit
transmission and is called slow if there are multiple bit transmissions per frequency hop. In both cases, the
jamming resistance of the scheme is usually expressed by the achieved processing gain, given by the ratio of the
width of the whole frequency band in which the channels are located to the bandwidth of a single channel. If the
channels are orthogonal (i.e., do not overlap) the processing gain is equal to the number of channels among
which the sender and the receiver hop.[5]

Receiving a fragment with (coordinated or uncoordinated) frequency hopping requires the receiver to listen on
the correct channel for the complete transmission of the fragment. If the sender's and receiver's hopping
frequencies were identical (and with it the time that both stay on a channel before hopping to the next), the
successful transmission of a fragment would require precisely synchronized transmission and reception slots to
avoid partially received fragments. In UFH, we do not require the slots to be synchronized by permitting the
receiver to switch the channels less often than the sender , thus reducing the number of partially received

fragments.[13]

IV.JAMMING DETECTION TECHNIQUES

There are three technique present as jammingresistance, which also consider reactive jamming, Anti-jamming
Communication without Shared Secrets,Robust Packet Detection, Interference Detection, Beam forming
detection[14][11][16]

V.ANTI-JAMMING COMMUNICATION WITHOUT SHARED SECRETS
In the first part of this thesis, we address the major problem of jamming-resistant communication in scenarios in

which the communicating parties (in this case communication through satellite) do not share secret keys. This
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includes scenarios where the parties are not known in advance or where not all parties can be trusted (e.g.,
jamming-resistant key establishment or anti-jamming broadcast to a large set of unknown receivers). An
inherent challenge in solving this problem is that known anti-jamming communication techniques such as
frequency hopping or direct-sequence spread spectrum require that the devices share a secret spreading key (or
code) prior to the start of their communication. This requirement creates a circular dependency between anti-
jamming spread- spectrum communication and key establishment and generally precludes the unanticipated
anti-jamming communication between unpaired devices. As a solution to break this dependency, we propose
Uncoordinated Frequency Hopping (UFH), a new spread-spectrum anti-jamming technique that does not rely on
shared keys. We present and discuss several UFH- based anti-jamming communication schemes and show their
usage for various applications, including the establishment of pair wise or group keys in order to bootstrap
common coordinated frequency hopping. We further demonstrate the feasibility of our UFH schemes, in terms

of execution time and resource requirements, with MATLAB software based prototype implementation.[14]

VI.ADAPTIVE CHANNEL SELECTION

Achieving an optimal throughput with UFH requires the sender and receivers to accurately assessc, and agree on
a set of ¢ = ¢* frequency channels. Especially in the absence of jamming, any selection of ¢> 1 channels will
lead to a suboptimal performance. An optimal adaptive scheme in which both the sender and receiver(s) adapt
their channels depending on the encountered jamming is, however, not practical. As jamming occurs at the
receiver of a transmission, the sender would have to reliably obtain the feedback of the (maybe unknown)
receiver(s),since different receivers are likely to observe different jamming strengths, this would further require
to adapt to the worst case receiver. To avoid that the attacker can exploit this feedback, the feedback channel
would have to be authentic. Providing the sender with the required feedback is therefore the same problem as

the one we intend to solve with UFH in the first place.

VII.ROBUST PACKET DETECTION

Before a packet is transmitted, the sender applies error correcting codes to the header and shuffles the encoded
bits according to a pseudo random sequence based on a secret key shared by the sender and the receiver. As we
shall see, this process ensures that a substantial part of the packet header must be jammed to prevent being
decoded.

Traditional approaches for the detection of jamming in wireless networks use the packet-delivery-ratio (PDR)
and the received ambient signal strength as the main decision criteria.. Although these approaches are well-
suited for the detection of proactive (long-term) jamming, they are not sufficient to protect the considered
applications against targeted reactive jamming.

Jamming detection scheme does not suffer from these limitations. The central idea of our approach is to identify
the cause of individual bit errors within a packet and to deduce therefrom whether the packet was jammed or

just sent over a weak link,if the error was due to a weak signal (e.g., due to fast fading or shadowing), the RSS
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value should be low. This additional information allows an accurate differentiation of packet errors that are

caused by (un)intentional interference from errors that are caused by weak links.[15]

VIIL.INTERFERENCE DETECTION

If a received packet contains at least one bit error, a node uses the measured RSS values to decide whether the
identified errors are due to interference or due to a weak signal. If there was a bit error although the respective
RSS value was high (i.e., although the link appeared to be strong), consider that the error must have been caused
by external (intentional or unintentional) interference. If, on the other hand, the respective RSS value was low,

we conclude that the error was most likely due to a low signal-to-noise ratio.[16]

IX.BLIND BEAMFORMING TECHNIQUE
This technique consist of 3 stages the very first stage has subspace stage in which strong interference is removed
by applying input signal ,second stage is beamformer stage in which desire Received GPS signal is enhanced to

desired level ,these two stages are added to GNSS receiver for anti jamming approach.
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X.CONCLUSION

A major challenge in reaching this goal is the inherent vulnerability of wireless communication to
communication jamming DoS attacks. The problem becomes even more significant the more one takes the
ubiquity of these emerging applications and services for granted. In this paper, we addressed this problem,
focusing on scenarios where common anti-jamming techniques (such as FHSS and DSSS) are limited.More
specificallywe tackled the problem of how devices that do not share any secrets can establish jamming-resistant
communication over a wireless radio channel in the presence of a communication jammer. We addressed the
dependency between anti-jamming spread-spectrum communication and pre-shared keys that is inherent to this
problem, and proposed a novel anti-jamming technique called Uncoordinated Frequency Hopping (UFH) as a
solution to break this dependency. We presented a number of UFH-based communication schemes and showed

their use in several applications.we also present and mitigate reactive jamming to solve the problem.
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