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ABSTRACT

The work proposes a scheme of separable reversible information’hiding (RIM) for encryptediimages«Els) in which
hidden information can be extracted from an EIl carrying information withoutzimage decryption. The proposed
scheme firstly encrypts an image and simultaneously prepares room for RIH by“two permutation ways. Information
is, then, hidden into the El by Passcode Based Appreachifor Hiding Classified Information in stego images and the
El carrying information is sent to a receiver. A€cording 10 keys which theyreceiverghas, he/she is allowed to take
seven different actions, whereas the conventionalscheme offers only three. This feature of the proposed scheme
extends applicable scenarios. Moreover, the propesed, scheme alwaysurecovers the original image, whereas the

conventional scheme sometimes fails to do.
Keywords: Reversible Information Hiding;Encrypted Images, Steganography.

I. INTRODUCTION

In the infogmation age, sharihg and transfek of data has increased tremendously and usually the information exchange
is donefusing open channels'whieh can make it vulnerable to interception. The threat of an intruder accessing secret
information<has,been a continuing concern for data communication experts. In this world of increasing electronic
connectivity of viruses, hackerspeavesdropping and electronic fraud, electronic security is necessary for transmitting
secure electronic-data aeross insecure networks such as the internet and wireless media. This has led to millions of
sensitive data transferred from one party to another over unsecured communication channels. Most of the transferred
data contains confidential messages. If these data fell into the wrong hands, they can manipulate and use the
information for causing loss to others. So there is a need to provide a secure crypto system which provides high
security to any sensitive data.

Cryptography is the fundamental component for securing the Internet traffic. However, cryptographic algorithms
impose tremendous processing power demands that can be a bottleneck in high-speed networks. The ultimate

solution for the problem would be an adaptive processor that can provide software-like flexibility with hardware-like
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performance. Steganography (SG) is one of many techniques used to overcome this threat. It is a technique in which
communication between two parties is done in a covert fashion using a cover object. Steganography is the art of
invisible communication by concealing information inside other information. The term steganography is derived
from the Greek and literally means “covered writing”. A steganography system consists of three elements: cover-
object (which hides the secret message), the secret message and the stego-object (which is the cover object with
message embedded inside it.).

In general, the embedding operation in SG requires a digital medium to carry the Images and multimedia

components, such as video and audio files, are widely used and exchanged through the internet. Such mediums are

1. PROPOSED SCHEME

A separable RIH scheme in Els shown in Figure 1 is d here which the scheme takes a hierarchy into account.
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Fig 1: Proposed System
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2.2 Receiver Side

A receiver who Knows ama and Kpige €xtracts w from ¢ but he/she never get either original image, a decrypted image,
or a partially decrypted image. A receiver having Kenc,spa obtains partially decrypted image P = {P (x, y)} where
o is spatlally decrypted but still encrypted with histogram permutation. One who has Kene spa, and Thise gets decrypted

|magef —{f (X, y)_ Wheref is visible but is still distorted by hiding w. One having Kencspa, Thist, the location
Map, Vmax, and Vi, recovers original image f. A receiver Knowing amax, Kniges Kenc,spar Thist, the location map, Vi, and
Vmin gets w and f.

2.3 Features

The proposed scheme has two features; taking a hierarchy into account a i e original image.
The former is achieved by histogram permutation and spatial per ion. partially
decrypted, a decrypted, and the original images are in the propos i.e. taken into
account, whereas the conventional scheme considers only twi i i complete RIH

technique , whereas the conventional scheme sometimes fails to

1. FLOWCHART FOR EMBEDDING AHE D
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Fig 2: Flowchart for Embedding the Data.
IV. SOFTWARE IMPLEMENTATION

In this section first we will discuss the implement of the proposed system in MATLAB. There are mainly four steps

involved in implementing LSB steganography as shown below.
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1) Conversion of image to matrix

2) Embedding process

3) Conversion of matrix to image

4) Extraction process

4.1 Conversion of Image to Matrix

In the conversion process of image to matrix we convert the input cover image into matrix values which is stored in a

text file. Firstly an image is read from computer, the original image is in the form o which is converted into

grey image. The grey image is resized to a particular size of 256*256. Each imdge has intensity values for every
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Fig 3: er Image Fig 4: Intensity Values Of Cover Image
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Fig 5: Colour to Grey Image Fig 6: Intensity Values of Colour to Grey Image
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4.2 Embedding Process
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After completion of image to matrix the next step is to embed a message into an image. In this project we embed a

message bit into the least significant value pixel value of an image by only bit wise. The image obtained during this

process is called as stegano-embed image. The message is embedded into the intensity values of image obtained

during image to matrix conversion. The flowchart of embedding a message into an image is shown in Figure 7. The

message is embedded into all 256*256 pixels of image. Figure 8 shows the stegano image.
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Fig 8: Stegano Image a. original image f(x,y), b. £ (x, y) permutation 1 image ,c. p(X,y) permutation 2
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4.3 Conversion of Matrix to Image

In this stage intensity values are converted back to image. The image obtained has message embedded into it. The

cover image and the image obtained here has to be identical. Hence the objective of steganography is satisfied.

4.4 Extraction Process
In this process we extract the message which was embedded during embedding process. At first declare a message
0.Extract the LSB and

byte, here the size of the message is 8 bits. Read a pixel from the array starting fro
replace the ith bit in the message byte where i =1 to 8 Address=address=1. Whe extracted. Repeat for

extracting next byte. The flow chart for extraction is shown in the Figure 9.
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Fig 10: Stegano Image a. original image f(x,y), b. f¢ (x, y) permutation 1 image ,c. p(x,y) permutation
2 image , d. encrypted image c(m,n)
Fig 11: Experimental Setup for Hardware Testing with FPGA board setup

Fig 14: Data When rst=1 Timing Diagram Fig 15: Data when rst=0 timing diagram

V CONCLUSION

The proposed approachiin this project uses a new steganographic approach called image steganography. The main
intention'of the project is to'develop a stegan@graphic application that provides good security. This project proposes
a new scheme’ef separable RIHMN Els to take a hierarchy into account. In addition, this scheme always recovers the
original image,\whereas the conventional scheme sometimes fails to do. In this work, Passcode Based Approach for
Hiding Classified Information in"stego images implementation seems to strike the best to get the improvement of
embedding capacity of'data’by 25% as image size is increased.

Matlab function is an eaSy to use, user interface function that guides a user through the process of either encoding &
decoding a message into or from the image respectively. It acts as blueprint for FPGA implementation. Adopting
FPGA technique, it has fulfilled timing simulation with the advantage of low design cost and high speed. In this
work, a new steganography method for hiding classified data based on matching of bit values has been presented.
The most important feature of this method is the difficulty to which a third party would encounter in trying to
intercept the hidden data. This difficulty arises from the two random algorithms used to select the matching and

embedding pixels, the fact that the data bits are not hidden directly, and the use of password and there is an
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improvement in the image embedding data capacity. Moreover, implementation is a pure HDL implementation which
can be used as an IP in any ASIC product or implementable on any FPGA and any type of images can be used as the
cover image such as jpeg, bmp, Png images. In this technique processing image is realtime and there is no need of

any external memory and processor support.
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